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1. Overview 

This project implements a multi-cloud file storage system leveraging free-tier services from 

Amazon Web Services (AWS), Microsoft Azure, and Google Cloud Platform (GCP). The 

system is designed to demonstrate cost optimization and sustainability for businesses while 

serving as a zero-budget prototype for a talent exhibition. It includes a React-based frontend, 

a Flask backend, Dockerized environments, and Nginx for load balancing, with features like 

file uploads, sustainability metrics, and API usage alerts. 

2. Features 

• File Operations: Upload/download files across AWS S3, Azure Blob Storage, and 

GCP Cloud Storage. 

• Batch Upload: Support for uploading multiple files simultaneously. 

• Demo Scenarios: Mock object (backup), block (VM storage), and file (sharing) 

storage use cases. 

• Dashboard: Displays storage usage, simulated cost savings, API limit alerts, and 

carbon footprint. 

• Provider Comparison: Table comparing pricing, free-tier limits, and egress fees. 

• Storage Info: Technical details and use cases for object, block, and file storage. 

• Sustainability: Energy estimation (0.01 kWh/GB), lifecycle policies (Glacier, 

Archive, Coldline). 

• Alerts: Notifications for API usage limits (80% of free-tier thresholds). 

• Deployment: Containerized with Docker, orchestrated with Docker Compose, load-

balanced with Nginx. 
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3. Project Structure 
Multi-Cloud-Storage/ 

│ 

├── backend/ 

│   ├── app.py                  # Flask backend main application 

│   ├── file_upload.py          # Cloud storage upload logic 

│   ├── energy_estimator.py     # Energy usage calculation 

│   ├── requirements.txt        # Python dependencies 

│   ├── temp/                   # Temporary file storage 

│   └── key.json                # GCP service account key 

│ 

├── docs/ 

│   ├── business-case.md        # Business case documentation 

│   ├── technical-docs.md       # Technical documentation 

│   ├── user-guide.md           # User guide for setup and usage 

│ 

├── storage-app/ 

│   ├── package.json            # React app config and dependencies 

│   ├── Dockerfile              # Dockerfile for frontend 

│   ├── tailwind.config.js      # Tailwind CSS configuration 

│   ├── src/ 

│   │   ├── components/ 

│   │   │   ├── FileUpload.js           # File upload UI and logic 

│   │   │   ├── StorageDashboard.js     # Dashboard with usage, savings, 

alerts 

│   │   │   ├── StorageInfo.js          # Info and use cases for storage 

types 

│   │   │   ├── ProviderComparison.js   # Cloud provider comparison table 

│   │   ├── pages/ 

│   │   │   └── Home.js                 # Main page composing dashboard and 

components 

│   │   ├── services/ 

│   │   │   └── api.js                  # API call utilities 

│   │   ├── App.js                      # App entry point 

│   │   ├── index.js                    # React entry point 

│   │   └── index.css                   # Tailwind CSS styles 

│ 

├── docker-compose.yml          # Orchestration for backend, frontend, 

Redis, Nginx 

├── nginx.conf                  # Nginx load balancer configuration 

└── .gitignore                  # Git ignore rules 
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4. Development Environment Setup (3 hours, June 3, 
2025) 

Objective: Configure development tools and version control. 

Steps 
1. Install Visual Studio Code (1 hour): 

o Download VS Code from code.visualstudio.com. 

o Install extensions (Ctrl+Shift+X): 

▪ Python: Linting, debugging, IntelliSense. 

▪ JavaScript (ES6) snippets: React development. 

▪ Docker: Dockerfile and Docker Compose support. 

▪ GitLens: Git commit history and blame. 

o Configure Python interpreter: Ctrl+Shift+P > “Python: Select Interpreter” > 

Python 3.9+. 

o Why: VS Code provides a lightweight, extensible IDE for Python and React. 

2. Install Python and Node.js 

o Download Python 3.9+ from python.org (e.g., 3.9.13). 

Figure 1:VS Code Extensions panel with installed extensions, Python file open 
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▪ Windows: Check “Add Python to PATH.” 

▪ macOS/Linux: Use brew install python or sudo apt install python3. 

o Download Node.js 16+ (LTS) from nodejs.org. 

 

o Verify: 

 

▪ Expected: Python 3.9.x, Node.js v16.x.x, npm 8.x.x. 

o Why: Python for Flask backend, Node.js for React frontend. 

3. Set Up React Project: 

o Create React app: 
o npx create-react-app storage-app  # Initialize React project 

o cd storage-app                   # Navigate to project 

directory 

o npm install tailwindcss postcss autoprefixer axios  # Install 

dependencies 

npx tailwindcss init -p         # Initialize Tailwind CSS with 

PostCSS 

o Update storage-app/tailwind.config.js: 
o module.exports = {  // Export Tailwind configuration 

o   content: ["./src/**/*.{js,jsx,ts,tsx}"],  // Specify files 

for Tailwind to scan 

o   theme: { extend: {} },  // Extend Tailwind theme (empty for 

now) 

o   plugins: [],  // Add Tailwind plugins (none for now) 

}; 

o Update storage-app/src/index.css: 
o @tailwind base;  /* Apply Tailwind base styles */ 

o @tailwind components;  /* Apply Tailwind component styles */ 

@tailwind utilities;  /* Apply Tailwind utility classes */ 

Figure 2: Verifying versions 

Figure 3:Terminal showing version outputs 
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o Add proxy to storage-app/package.json for backend API calls: 

"proxy": "http://localhost:5000"  // Proxy API requests to 

Flask backend 

o Start app: 

npm start  # Start development server 

o Verify at http://localhost:3000. 

o Why: React for dynamic UI, Tailwind for responsive styling, axios for API 

calls. 

4. Configure GitHub Repository : 

o Create repository multi-cloud-storage on github.com. 

o Initialize Git: 
o git init  # Initialize Git repository 

o git add .  # Add all files to staging 

o git commit -m "Initial commit with React setup"  # Commit 

changes 

o git remote add origin <repository-url>  # Set remote repository 

URL 

git push -u origin main  # Push to main branch 

o Create .gitignore: 
o node_modules  # Ignore Node.js dependencies 

o build  # Ignore React build output 

o venv  # Ignore Python virtual environment 

o __pycache__  # Ignore Python bytecode 

o *.pyc  # Ignore Python compiled files 

o temp  # Ignore temporary files 

Figure 4: Browser showing default React app with Tailwind styling 

http://localhost:3000/
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o backend/key.json  # Ignore GCP service account key 

backend/.env  # Ignore environment variables 

o Set up GitHub Actions in .github/workflows/ci.yml: 
o name: CI  # Name of the workflow 

o on:  # Trigger events 

o   push:  # Run on push to main branch 

o     branches: [main] 

o jobs:  # Define jobs 

o   build:  # Build job 

o     runs-on: ubuntu-latest  # Run on Ubuntu latest 

o     steps:  # Define steps 

o       - uses: actions/checkout@v3  # Checkout code 

o       - name: Set up Node.js  # Step to set up Node.js 

o         uses: actions/setup-node@v3 

o         with: 

o           node-version: '16'  # Use Node.js version 16 

o       - name: Install dependencies  # Step to install 

dependencies 

o         run: npm install  # Run npm install 

o       - name: Build  # Step to build React app 

o         run: npm run build  # Run build script 

o       - name: Test  # Step to run tests 

        run: npm test --if-present  # Run tests if available 

o Commit and push: 
o git add .  # Add all changes 

o git commit -m "Add GitHub Actions CI"  # Commit CI workflow 

git push  # Push to GitHub 

o Why: GitHub for version control, Actions for CI/CD. 

Figure 5: GitHub “Actions” tab showing successful CI run 
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Troubleshooting 

• npm start fails: Delete node_modules and package-lock.json, run npm install, then 

npm start. Check port conflicts (lsof -i :3000). 

• Git errors: Verify repository URL (git remote -v), ensure SSH/HTTPS 

authentication. 

• Extension issues: Restart VS Code after installing extensions. 

 

5. Cloud Account Setup (2 hours, June 3, 2025) 

Objective: Register and configure free-tier accounts for AWS, Azure, and GCP. 

Steps 
5. AWS Free Tier : 

o Go to aws.amazon.com/free, click “Create a Free Account.” 

o Use unique email, provide payment info (no charges within 5GB S3, 20,000 

GET requests). 

o Select “Basic Plan (Free).” 

o In AWS Console: 

▪ IAM > Users > Add User: storage-user, programmatic access.  
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Figure 6: Specify user creation details(AWS) 
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▪ Attach AmazonS3FullAccess policy. 

 

 

 

 

 

 

 

 

 

▪ Save Access Key ID and Secret Access Key in backend/.env: 

Figure 7: Creating an Access ID and Secret Key 
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▪ AWS_ACCESS_KEY_ID=your-access-key  # AWS access key for 

S3 

AWS_SECRET_ACCESS_KEY=your-secret-key  # AWS secret key 

for S3 

6. Azure Free Tier: 

o Visit azure.microsoft.com/free, sign up with Microsoft account. 

o Provide payment info for free services (5GB Blob Storage). 

o In Azure Portal: 

▪ Create Storage Account: mystorageaccount, select “Locally-redundant 

storage” (LRS). 

▪ Go to Access keys, copy connection string to backend/.env: 

AZURE_STORAGE_CONNECTION_STRING=your-connection-string  # 

Azure Blob Storage connection string 
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Figure 8:Azure Portal showing connection string 

7. GCP Free Tier (0.6 hour): 

o Sign up at cloud.google.com/free with $300 credit (90 days). 

o In Google Cloud Console: 

▪ Create project: multi-cloud-storage. 

▪ Enable Cloud Storage API (APIs & Services > Library). 

▪ Create service account: storage-service-account, assign “Storage 

Admin” role, download JSON key as backend/key.json. 

▪ Set in backend/.env: 

GOOGLE_APPLICATION_CREDENTIALS=/app/key.json  # Path to 

GCP service account key 



 PROMA & TBUCO Talent Exhibition Project  
 

Katar711 Multi-Cloud File Storage System Page 17 of 74 
 



 PROMA & TBUCO Talent Exhibition Project  
 

Katar711 Multi-Cloud File Storage System Page 18 of 74 
 



 PROMA & TBUCO Talent Exhibition Project  
 

Katar711 Multi-Cloud File Storage System Page 19 of 74 
 



 PROMA & TBUCO Talent Exhibition Project  
 

Katar711 Multi-Cloud File Storage System Page 20 of 74 
 



 PROMA & TBUCO Talent Exhibition Project  
 

Katar711 Multi-Cloud File Storage System Page 21 of 74 
 



 PROMA & TBUCO Talent Exhibition Project  
 

Katar711 Multi-Cloud File Storage System Page 22 of 74 
 

 

Figure 9:: GCP Console showing enabled API and downloaded key 
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Troubleshooting 

• Account conflicts: Use unique emails, clear cookies. 

• Payment issues: Try virtual card or contact support. 

• API not enabled: Verify Cloud Storage API in GCP Console. 

 

6. Web App Frontend Development (8 hours, June 5, 
2025) 

Objective: Build a React interface with components for file operations, dashboard, storage 

info, and provider comparison. 

Steps 
8. Set Up React Structure: 

o Create folder structure: 
o cd storage-app  # Navigate to React project 

mkdir src/components src/pages src/services  # Create 

component, pages, and services directories 

o Create storage-app/src/pages/Home.js: 
o import React from 'react';  // Import React library 

o function Home() {  // Define Home component 

o   return (  // Render JSX 

o     <div className="p-4 bg-gray-100 min-h-screen">  // 

Container with padding and background 

o       <h1 className="text-2xl font-bold text-blue-600">Multi-

Cloud Storage Demo</h1>  // Main title 

o       <p className="text-gray-700">Manage files across AWS, 

Azure, and GCP.</p>  // Description 

o     </div> 

o   ); 

o } 

export default Home;  // Export Home component 

o Update storage-app/src/App.js: 
o import Home from './pages/Home';  // Import Home component 

o function App() {  // Define App component 

o   return (  // Render JSX 

o     <div className="App">  // App container 

o       <Home />  // Render Home component 

o     </div> 

o   ); 

o } 

export default App;  // Export App component 

o Test: npm start, verify at http://localhost:3000. 
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Figure 10:Browser showing Home.js with styled header 

9. Implement File Upload/Download UI: 

o Create storage-app/src/components/FileUpload.js: 
o import React, { useState } from 'react';  // Import React and 

useState hook 

o import { uploadFile } from '../services/api';  // Import API 

utility for file upload 

o function FileUpload() {  // Define FileUpload component 

o   const [file, setFile] = useState(null);  // State for 

selected file 

o   const [provider, setProvider] = useState('s3');  // State for 

selected cloud provider 

o   const [status, setStatus] = useState('');  // State for 

upload status message 

o   const handleFileChange = (e) => {  // Handle file input 

change 

o     if (e.target.files.length > 0) {  // Check if file is 

selected 

o       setFile(e.target.files[0]);  // Update file state 

o     } 

o   }; 

o   const handleUpload = async () => {  // Handle file upload 

o     if (!file) {  // Check if file is selected 

o       setStatus('No file selected');  // Set error status 

o       return; 

o     } 

o     setStatus('Uploading...');  // Set uploading status 

o     try {  // Handle API call 

o       await uploadFile(file, provider);  // Call upload API 

o       setStatus(`Uploaded to ${provider.toUpperCase()}`);  // 

Set success status 

o     } catch (error) {  // Handle errors 
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o       setStatus(`Upload failed: ${error.message}`);  // Set 

error status 

o     } 

o   }; 

o   return (  // Render JSX 

o     <div className="m-4 bg-white p-4 rounded shadow">  // 

Container with styling 

o       <h2 className="text-xl font-semibold text-gray-800">File 

Upload</h2>  // Section title 

o       <select 

o         value={provider}  // Bind provider state 

o         onChange={(e) => setProvider(e.target.value)}  // 

Update provider state 

o         className="mb-2 border rounded p-2"  // Styling for 

dropdown 

o       > 

o         <option value="s3">AWS S3</option>  // AWS option 

o         <option value="azure">Azure Blob</option>  // Azure 

option 

o         <option value="gcp">GCP Cloud Storage</option>  // GCP 

option 

o       </select> 

o       <input 

o         type="file"  // File input 

o         onChange={handleFileChange}  // Bind file change 

handler 

o         className="mb-2 border rounded p-2"  // Styling for 

input 

o       /> 

o       <button 

o         onClick={handleUpload}  // Bind upload handler 

o         className=" 

o         bg-blue-500 text-white p-2 rounded hover:bg-blue-600"  

// Styling for button 

o       > 

o         Upload File  // Button text 

o       </button> 

o       <p className="mt-2 text-gray-700">{status}</p>  // 

Display status message 

o     </div> 

o   ); 

o } 

export default FileUpload;  // Export FileUpload component 

o Create storage-app/src/services/api.js: 
o import axios from 'axios';  // Import axios for API calls 

o export const uploadFile = async (file, provider) => {  // 

Function to upload single file 

o   const formData = new FormData();  // Create FormData for file 

upload 

o   formData.append('file', file);  // Append file to FormData 

o   const response = await axios.post(`/upload/${provider}`, 

formData);  // Send POST request 

o   return response.data;  // Return response data 

o }; 

o export const uploadBatch = async (files) => {  // Function to 

upload multiple files 

o   const formData = new FormData();  // Create FormData for file 

upload 
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o   for (let i = 0; i < files.length; i++) {  // Loop through 

files 

o     formData.append('files', files[i]);  // Append each file to 

FormData 

o   } 

o   const response = await axios.post('/upload/batch', formData);  

// Send POST request 

o   return response.data;  // Return response data 

}; 

10. Implement Storage Dashboard: 

o Create storage-app/src/components/StorageDashboard.js: 
o import React, { useState, useEffect } from 'react';  // Import 

React, useState, and useEffect 

o import axios from 'axios';  // Import axios for API calls 

o function StorageDashboard() {  // Define StorageDashboard 

component 

o   const [data, setData] = useState({  // Initialize state for 

dashboard data 

o     usage: { s3: 0, azure: 0, gcp: 0 },  // Storage usage for 

each provider 

o     savings: 0,  // Cost savings 

o     alerts: [],  // API limit alerts 

o     energy: 0  // Carbon footprint 

o   }); 

o   useEffect(() => {  // Fetch data on component mount 

o     axios.get('/dashboard')  // Send GET request to dashboard 

endpoint 

o       .then(response => setData(response.data))  // Update 

state with response data 

o       .catch(error => console.error('Error fetching dashboard 

data:', error));  // Log errors 

o   }, []);  // Empty dependency array for single fetch 

o   return (  // Render JSX 

o     <div className="m-4 bg-white p-4 rounded shadow">  // 

Container with styling 

o       <h2 className="text-xl font-semibold text-gray-

800">Storage Dashboard</h2>  // Section title 

o       <p className="text-gray-700">AWS S3: {data.usage.s3} 

MB</p>  // Display S3 usage 

o       <p className="text-gray-700">Azure Blob: 

{data.usage.azure} MB</p>  // Display Azure usage 

o       <p className="text-gray-700">GCP Cloud Storage: 

{data.usage.gcp} MB</p>  // Display GCP usage 

o       <p className="text-green-600">Savings: 

${data.savings}/month (10TB archival)</p>  // Display savings 

o       <p className="text-gray-700">Carbon Footprint: 

{data.energy} kWh</p>  // Display energy usage 

o       <div className="bg-red-200 p-2 mt-2 rounded">  // 

Container for alerts 

o         {data.alerts.map((alert, i) => (  // Map through alerts 

o           <p key={i} className="text-red-700">{alert}</p>  // 

Display each alert 

o         ))} 

o       </div> 

o     </div> 

o   ); 

o } 



 PROMA & TBUCO Talent Exhibition Project  
 

Katar711 Multi-Cloud File Storage System Page 27 of 74 
 

export default StorageDashboard;  // Export StorageDashboard 

component 

 

Figure 11:Browser showing dashboard with mock data 

11. Implement Storage Info and Use Cases: 

o Create storage-app/src/components/StorageInfo.js: 
o import React, { useState, useEffect } from 'react';  // Import 

React, useState, and useEffect 

o import axios from 'axios';  // Import axios for API calls 

o function StorageInfo() {  // Define StorageInfo component 

o   const [blockData, setBlockData] = useState({});  // State for 

block storage data 

o   const [fileData, setFileData] = useState({});  // State for 

file storage data 

o   useEffect(() => {  // Fetch data on component mount 

o     axios.get('/demo/block')  // Send GET request for block 

storage data 

o       .then(response => setBlockData(response.data))  // Update 

block data state 

o       .catch(error => console.error('Error fetching block 

data:', error));  // Log errors 

o     axios.get('/demo/file')  // Send GET request for file 

storage data 

o       .then(response => setFileData(response.data))  // Update 

file data state 

o       .catch(error => console.error('Error fetching file 

data:', error));  // Log errors 

o   }, []);  // Empty dependency array for single fetch 

o   return (  // Render JSX 

o     <div className="m-4 bg-white p-4 rounded shadow">  // 

Container with styling 

o       <h2 className="text-xl font-semibold text-gray-

800">Storage Types & Use Cases</h2>  // Section title 

o       <div className="mt-2">  // Container for storage types 
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o         <h3 className="text-lg font-medium">Object Storage</h3>  

// Object storage title 

o         <p className="text-gray-700">Ideal for backups, 

archives (e.g., AWS S3 Glacier).</p>  // Object storage 

description 

o         <h3 className="text-lg font-medium mt-2">Block 

Storage</h3>  // Block storage title 

o         <p className="text-gray-700">AWS: {blockData.aws}</p>  

// Display AWS block data 

o         <p className="text-gray-700">Azure: 

{blockData.azure}</p>  // Display Azure block data 

o         <p className="text-gray-700">GCP: {blockData.gcp}</p>  

// Display GCP block data 

o         <h3 className="text-lg font-medium mt-2">File 

Storage</h3>  // File storage title 

o         <p className="text-gray-700">AWS: {fileData.aws}</p>  

// Display AWS file data 

o         <p className="text-gray-700">Azure: 

{fileData.azure}</p>  // Display Azure file data 

o         <p className="text-gray-700">GCP: {fileData.gcp}</p>  

// Display GCP file data 

o       </div> 

o     </div> 

o   ); 

o } 

export default StorageInfo;  // Export StorageInfo component 

 

Figure 12:Browser showing storage types and use cases 

12. Implement Provider Comparison: 

o Create storage-app/src/components/ProviderComparison.js: 
o import React, { useState, useEffect } from 'react';  // Import 

React, useState, and useEffect 
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o import axios from 'axios';  // Import axios for API calls 

o function ProviderComparison() {  // Define ProviderComparison 

component 

o   const [providers, setProviders] = useState([]);  // State for 

provider data 

o   useEffect(() => {  // Fetch data on component mount 

o     axios.get('/provider/comparison')  // Send GET request for 

comparison data 

o       .then(response => setProviders(response.data))  // Update 

providers state 

o       .catch(error => console.error('Error fetching comparison 

data:', error));  // Log errors 

o   }, []);  // Empty dependency array for single fetch 

o   return (  // Render JSX 

o     <div className="m-4 bg-white p-4 rounded shadow">  // 

Container with styling 

o       <h2 className="text-xl font-semibold text-gray-

800">Provider Comparison</h2>  // Section title 

o       <table className="w-full mt-2 text-left">  // Table for 

comparison data 

o         <thead>  // Table header 

o           <tr className="bg-gray-200">  // Header row styling 

o             <th className="p-2">Provider</th>  // Provider 

column 

o             <th className="p-2">Cost</th>  // Cost column 

o             <th className="p-2">Free Tier</th>  // Free Tier 

column 

o             <th className="p-2">Egress Fees</th>  // Egress 

Fees column 

o           </tr> 

o         </thead> 

o         <tbody>  // Table body 

o           {providers.map((provider, i) => (  // Map through 

providers 

o             <tr key={i} className="border-t">  // Table row 

with border 

o               <td className="p-2">{provider.name}</td>  // 

Display provider name 

o               <td className="p-2">{provider.cost}</td>  // 

Display cost 

o               <td className="p-2">{provider.freeTier}</td>  // 

Display free tier 

o               <td className="p-2">{provider.egress}</td>  // 

Display egress fees 

o             </tr> 

o           ))} 

o         </tbody> 

o       </table> 

o     </div> 

o   ); 

o } 

export default ProviderComparison;  // Export 

ProviderComparison component 

o Update Home.js to include all components: 
o import React from 'react';  // Import React library 

o import FileUpload from '../components/FileUpload';  // Import 

FileUpload component 
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o import StorageDashboard from '../components/StorageDashboard';  

// Import StorageDashboard component 

o import StorageInfo from '../components/StorageInfo';  // Import 

StorageInfo component 

o import ProviderComparison from 

'../components/ProviderComparison';  // Import 

ProviderComparison component 

o function Home() {  // Define Home component 

o   return (  // Render JSX 

o     <div className="p-4 bg-gray-100 min-h-screen">  // 

Container with styling 

o       <h1 className="text-2xl font-bold text-blue-600">Multi-

Cloud Storage Demo</h1>  // Main title 

o       <FileUpload />  // Render file upload component 

o       <StorageDashboard />  // Render dashboard component 

o       <StorageInfo />  // Render storage info component 

o       <ProviderComparison />  // Render provider comparison 

component 

o     </div> 

o   ); 

o } 

export default Home;  // Export Home component 

 

Figure 13:Browser showing all components (upload, dashboard, info, comparison). 
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Troubleshooting 

• UI not rendering: Check browser console (Ctrl+Shift+J), verify imports. 

• Tailwind issues: Ensure tailwind.config.js includes src/**/*.{js,jsx}. 

• API call failures: Verify package.json proxy and backend running. 

 

7. Cloud Storage API Integration (10 hours, June 7, 2025) 

Objective: Develop Flask backend with endpoints for file uploads, mock scenarios, 

dashboard data, and provider comparison. 

Steps 
13. Set Up Flask Backend: 

o Create backend folder: 
o mkdir backend  # Create backend directory 

o cd backend  # Navigate to backend directory 

o python -m venv venv  # Create Python virtual environment 

o source venv/bin/activate  # Activate virtual environment 

(Windows: venv\Scripts\activate) 

pip install flask flask-cors boto3 azure-storage-blob google-

cloud-storage redis  # Install dependencies 

o Create backend/requirements.txt: 
o flask==2.0.1  # Flask framework for backend 

o flask-cors==3.0.10  # CORS support for Flask 

o boto3==1.24.0  # AWS SDK for Python 

o azure-storage-blob==12.13.0  # Azure Blob Storage SDK 

o google-cloud-storage==2.5.0  # GCP Cloud Storage SDK 

redis==3.5.3  # Redis client for caching 

o Create backend/app.py: 
o from flask import Flask, request  # Import Flask for web server 

and request handling 

o from flask_cors import CORS  # Import CORS for cross-origin 

requests 

o app = Flask(__name__)  # Initialize Flask app 

o CORS(app)  # Enable CORS for frontend communication 

o @app.route('/')  # Define root endpoint 

o def home():  # Home route handler 

o     return 'Backend is running!'  # Return status message 

o if __name__ == '__main__':  # Check if script is run directly 

    app.run(debug=True, port=5000)  # Start Flask server on 

port 5000 

o Create temp folder for temporary file storage: 

mkdir temp  # Create temporary file storage directory 
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o Start backend: 
o pip install -r requirements.txt  # Install dependencies 

python app.py  # Run Flask app 

o Verify at http://localhost:5000. 

 

Figure 14:Browser showing “Backend is running!”. 

14. Integrate AWS S3: 

o Create backend/.env: 
o AWS_ACCESS_KEY_ID=your-access-key  # AWS access key for S3 

o AWS_SECRET_ACCESS_KEY=your-secret-key  # AWS secret key for S3 

o AZURE_STORAGE_CONNECTION_STRING=your-connection-string  # Azure 

Blob Storage connection string 

GOOGLE_APPLICATION_CREDENTIALS=/app/key.json  # Path to GCP 

service account key 

o Create backend/file_upload.py (see Section 15). 

o Update app.py with S3 upload endpoint: 
o from file_upload import upload_to_s3  # Import S3 upload 

function 

o from energy_estimator import estimate_energy  # Import energy 

estimation function 

o import redis  # Import Redis for caching 

o cache = redis.Redis(host='redis', port=6379)  # Initialize 

Redis client 

o def get_cached(key):  # Function to get cached data 

o     return cache.get(key)  # Retrieve value from Redis 

o def set_cached(key, value, ttl=300):  # Function to set cached 

data 

o     cache.setex(key, ttl, value)  # Store value in Redis with 

TTL 

o @app.route('/upload/s3', methods=['POST'])  # Define S3 upload 

endpoint 

o def upload_s3():  # S3 upload handler 

o     if 'file' not in request.files:  # Check if file is 

included 

o         return 'No file provided', 400  # Return error if no 

file 

o     file = request.files['file']  # Get uploaded file 
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o     file_path = f'temp/{file.filename}'  # Define temporary 

file path 

o     cache_key = f'upload_s3_{file.filename}'  # Create cache 

key for file 

o     if get_cached(cache_key):  # Check if file is already 

uploaded 

o         return 'File already uploaded', 200  # Return cached 

response 

o     file.save(file_path)  # Save file to temporary path 

o     upload_to_s3(file_path, 'my-free-tier-bucket', 

file.filename)  # Upload to S3 

o     set_cached(cache_key, 'Uploaded')  # Cache upload status 

o     energy = estimate_energy(file.content_length / (1024 * 

1024))  # Calculate energy usage 

    return f'File uploaded to S3: {file.filename}, Energy: 

{energy:.4f} kWh', 200  # Return success message 

o In AWS Console: Create bucket my-free-tier-bucket (us-east-1, disable public 

access block). 

o Test: 

curl -X POST -F "file=@test.txt" 

http://localhost:5000/upload/s3  # Test S3 upload 

 

Figure 15:AWS S3 Console showing my-free-tier-bucket with test.txt 



 PROMA & TBUCO Talent Exhibition Project  
 

Katar711 Multi-Cloud File Storage System Page 34 of 74 
 

15. Integrate Azure Blob Storage: 

o Add to app.py: 
o from file_upload import upload_to_azure  # Import Azure upload 

function 

o @app.route('/upload/azure', methods=['POST'])  # Define Azure 

upload endpoint 

o def upload_azure():  # Azure upload handler 

o     if 'file' not in request.files:  # Check if file is 

included 

o         return 'No file provided', 400  # Return error if no 

file 

o     file = request.files['file']  # Get uploaded file 

o     file_path = f'temp/{file.filename}'  # Define temporary 

file path 

o     cache_key = f'upload_azure_{file.filename}'  # Create cache 

key for file 

o     if get_cached(cache_key):  # Check if file is already 

uploaded 

o         return 'File already uploaded', 200  # Return cached 

response 

o     file.save(file_path)  # Save file to temporary path 

o     upload_to_azure(file_path, 'my-free-tier-container', 

file.filename)  # Upload to Azure 

o     set_cached(cache_key, 'Uploaded')  # Cache upload status 

o     energy = estimate_energy(file.content_length / (1024 * 

1024))  # Calculate energy usage 

    return f'File uploaded to Azure: {file.filename}, Energy: 

{energy:.4f} kWh', 200  # Return success message 

o In Azure Portal: Create container my-free-tier-container. 

o Test: 

curl -X POST -F "file=@test100mb.txt" 

http://localhost:5000/upload/azure  # Test Azure upload 

 

Figure 16: Azure Portal showing my-free-tier-container with test100mb.txt. 
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16. Integrate GCP Cloud Storage: 

o Add to app.py: 
o from file_upload import upload_to_gcp  # Import GCP upload 

function 

o @app.route('/upload/gcp', methods=['POST'])  # Define GCP 

upload endpoint 

o def upload_gcp():  # GCP upload handler 

o     if 'file' not in request.files:  # Check if file is 

included 

o         return 'No file provided', 400  # Return error if no 

file 

o     file = request.files['file']  # Get uploaded file 

o     file_path = f'temp/{file.filename}'  # Define temporary 

file path 

o     cache_key = f'upload_gcp_{file.filename}'  # Create cache 

key for file 

o     if get_cached(cache_key):  # Check if file is already 

uploaded 

o         return 'File already uploaded', 200  # Return cached 

response 

o     file.save(file_path)  # Save file to temporary path 

o     upload_to_gcp(file_path, 'my-free-tier-bucket', 

file.filename)  # Upload to GCP 

o     set_cached(cache_key, 'Uploaded')  # Cache upload status 

o     energy = estimate_energy(file.content_length / (1024 * 

1024))  # Calculate energy usage 

    return f'File uploaded to GCP: {file.filename}, Energy: 

{energy:.4f} kWh', 200  # Return success message 

o In GCP Console: Create bucket my-free-tier-bucket (Standard class). 

o Test: 

curl -X POST -F "file=@test.txt" 

http://localhost:5000/upload/gcp  # Test GCP upload 
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Figure 17: GCP Console showing my-free-tier-bucket with test.txt. 

17. Add Mock Endpoints and Dashboard Data: 

o Add to app.py: 
o @app.route('/demo/block', methods=['GET'])  # Define block 

storage demo endpoint 

o def demo_block():  # Block storage demo handler 

o     return {  # Return mock block storage data 

o         'aws': 'EBS: 10GB volume attached for VM', 

o         'azure': 'Managed Disk: 10GB for VM', 

o         'gcp': 'Persistent Disk: 10GB for VM' 

o     }, 200 

o @app.route('/demo/file', methods=['GET'])  # Define file 

storage demo endpoint 

o def demo_file():  # File storage demo handler 

o     return {  # Return mock file storage data 

o         'aws': 'EFS: Shared folder created', 

o         'azure': 'Azure Files: Shared folder created', 

o         'gcp': 'Filestore: Shared folder created' 

o     }, 200 

o @app.route('/dashboard', methods=['GET'])  # Define dashboard 

data endpoint 

o def dashboard_data():  # Dashboard data handler 

o     return {  # Return mock dashboard data 

o         'usage': {'s3': 100, 'azure': 150, 'gcp': 200}, 

o         'savings': 500, 

o         'alerts': ['AWS S3: 80% API limit reached'], 

o         'energy': 0.05 

o     }, 200 

o @app.route('/provider/comparison', methods=['GET'])  # Define 

provider comparison endpoint 

o def comparison_data():  # Provider comparison handler 
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o     return [  # Return mock comparison data 

o         {'name': 'AWS S3', 'cost': '$0.023/GB', 'freeTier': 

'5GB', 'egress': 'Yes'}, 

o         {'name': 'Azure Blob', 'cost': '$0.0018/GB (Archive)', 

'freeTier': '5GB', 'egress': 'Yes'}, 

o         {'name': 'GCP Cloud Storage', 'cost': '$0.020/GB', 

'freeTier': '5GB', 'egress': 'No'} 

    ], 200 

 

Figure 18: Browser showing mock endpoint responses in StorageInfo.js 

Troubleshooting 

• CORS errors: Ensure flask-cors is installed and enabled in app.py. 

• API failures: Check backend logs (python app.py), verify bucket/container names. 

• Permission issues: Confirm IAM roles (AmazonS3FullAccess, Storage Blob Data 

Contributor, Storage Admin). 

• GCP auth errors: Ensure key.json is correctly placed in backend. 

 

8. Application Containerization (6 hours, June 9, 2025) 

Objective: Containerize Flask backend and React frontend. 

Steps 
18. Install Docker: 

o Download Docker Desktop from docker.com. 

o Enable Docker service (Linux: systemctl start docker). 

o Verify: 
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docker --version  # Check Docker version 

 

Figure 19:  Terminal showing docker --version, Docker Desktop UI. 

19. Dockerfile for Flask: 

o Create backend/Dockerfile: 
o FROM python:3.9-slim  # Use Python 3.9 slim base image 

o WORKDIR /app  # Set working directory 

o COPY . .  # Copy all files to container 

o RUN pip install -r requirements.txt  # Install Python 

dependencies 

CMD ["python", "app.py"]  # Run Flask app 

o Create backend/.dockerignore: 
o venv  # Ignore virtual environment 

o __pycache__  # Ignore Python bytecode 

o *.pyc  # Ignore compiled Python files 

o temp  # Ignore temporary files 

key.json  # Ignore GCP key 

o Build and test: 
o cd backend  # Navigate to backend directory 

o docker build -t flask-backend .  # Build Docker image 

docker run -p 5000:5000 --env-file .env -v 

$(pwd)/key.json:/app/key.json flask-backend  # Run container 

o Verify at http://localhost:5000. 

 

 

Figure 20:Docker desktop showing Flask backend  on port:5000:5000 

http://localhost:5000/


 PROMA & TBUCO Talent Exhibition Project  
 

Katar711 Multi-Cloud File Storage System Page 39 of 74 
 

20. Dockerfile for React: 

o Create storage-app/Dockerfile: 
o FROM node:16  # Use Node.js 16 base image 

o WORKDIR /app  # Set working directory 

o COPY . .  # Copy all files to container 

o RUN npm install  # Install Node.js dependencies 

o RUN npm run build  # Build React app 

o FROM nginx:alpine  # Use Nginx alpine base image 

o COPY --from=0 /app/build /usr/share/nginx/html  # Copy React 

build to Nginx 

o EXPOSE 80  # Expose port 80 

CMD ["nginx", "-g", "daemon off;"]  # Run Nginx 

o Create storage-app/.dockerignore: 
o node_modules  # Ignore Node.js dependencies 

build  # Ignore React build output 

o Build and test: 
o cd storage-app  # Navigate to React project 

o docker build -t react-frontend .  # Build Docker image 

docker run -p 80:80 react-frontend  # Run container 

o Verify at http://localhost:80. 

 

Figure 21: WebUI showing  browser at http://localhost:80. 

21. Test Containers Locally: 

o Test Flask and React containers, verify API calls with Postman. 

http://localhost/
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Troubleshooting 

• Port conflicts: Check with lsof -i :80, change ports (e.g., -p 8080:80). 

• Build failures: Verify dependencies in requirements.txt or package.json. 

• GCP auth: Ensure key.json is mounted correctly in Docker. 

 

9. Multi-Cloud Simulation with Load Balancing (6 hours, 
June 10, 2025) 

Objective: Simulate multi-cloud environments with Docker Compose and Nginx. 

Steps 
22. Set Up Docker Compose: 

o Create docker-compose.yml: 
o version: '3'  # Specify Docker Compose version 

o services:  # Define services 

o   flask-backend:  # Backend service 

o     build: ./backend  # Build from backend directory 

o     ports:  # Map ports 

o       - "5000:5000"  # Map host port 5000 to container port 

5000 

o     environment:  # Set environment variables 

o       - AWS_ACCESS_KEY_ID=${AWS_ACCESS_KEY_ID}  # AWS access 

key 

o       - AWS_SECRET_ACCESS_KEY=${AWS_SECRET_ACCESS_KEY}  # AWS 

secret key 

o       - 

AZURE_STORAGE_CONNECTION_STRING=${AZURE_STORAGE_CONNECTION_STRI

NG}  # Azure connection string 

o       - GOOGLE_APPLICATION_CREDENTIALS=/app/key.json  # GCP key 

path 

o     volumes:  # Mount volumes 

o       - ./backend:/app  # Mount backend directory 

o       - ./backend/key.json:/app/key.json  # Mount GCP key 

o   react-frontend:  # Frontend service 

o     build: ./storage-app  # Build from storage-app directory 

o     ports:  # Map ports 

o       - "80:80"  # Map host port 80 to container port 80 

o   redis:  # Redis service 

o     image: redis:latest  # Use latest Redis image 

o     ports:  # Map ports 

o       - "6379:6379"  # Map host port 6379 to container port 

6379 

o   nginx:  # Nginx service 

o     image: nginx:latest  # Use latest Nginx image 

o     ports:  # Map ports 

o       - "8080:80"  # Map host port 8080 to container port 80 

o     volumes:  # Mount volumes 
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o       - ./nginx.conf:/etc/nginx/nginx.conf  # Mount Nginx 

config 

o       - ./storage-app/build:/usr/share/nginx/html  # Mount 

React build 

o     depends_on:  # Specify dependencies 

      - flask-backend  # Ensure backend starts first 

o Run: 

docker-compose up --build  # Build and start all services 

o Access frontend at http://localhost:8080, backend at http://localhost:5000. 

 

23. Configure Nginx Load Balancing: 

o Create nginx.conf: 
o events {}  # Define Nginx events block (empty for default 

settings) 

o http {  # Define HTTP server block 

o   upstream backend {  # Define upstream backend server 

o     server flask-backend:5000;  # Route to Flask backend on 

port 5000 

o   } 

o   server {  # Define server block 

o     listen 80;  # Listen on port 80 

o     location /api/ {  # Route API requests 

o       proxy_pass http://backend;  # Forward to Flask backend 

o       proxy_set_header Host $host;  # Pass host header 

o       proxy_set_header X-Real-IP $remote_addr;  # Pass client 

IP 

o     } 

o     location / {  # Route all other requests 

o       root /usr/share/nginx/html;  # Serve React build 

o       try_files $uri /index.html;  # Fallback to index.html for 

SPA 

o     } 

o   } 

} 

o Test file uploads via frontend, verify routing to /upload/s3, /upload/azure, 

/upload/gcp. 

Figure 22: Docker desktop showing docker-compose up at http://localhost:8080. 

http://localhost:5000/
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Troubleshooting 

• Nginx errors: Check docker logs nginx, ensure flask-backend is running. 

• 404 errors: Verify nginx.conf paths and service names. 

• CORS issues: Confirm flask-cors in app.py. 

 

10. Sustainability and Alerts Implementation (8 hours, 
June 12, 2025) 

Objective: Add energy estimation, lifecycle policies, and API usage alerts. 

Steps 
24. Energy Estimation Script: 

o Create backend/energy_estimator.py: 
o def estimate_energy(file_size_mb):  # Function to estimate 

energy usage 

o     # Assume 0.01 kWh/GB upload 

o     energy_kwh = (file_size_mb / 1024) * 0.01  # Convert MB to 

GB and calculate energy 

    return energy_kwh  # Return estimated energy in kWh 

 

Figure 23:Browser showing upload response with energy estimation. 
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25. Lifecycle Policies: 

o AWS S3: 

▪ In AWS Console: S3 > my-free-tier-bucket > Management > Create 

lifecycle rule: ArchiveRule, transition to Glacier after 30 days. 
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Figure 24:AWS Console showing lifecycle rule. 

o Azure Blob Storage: 

▪ In Azure Portal: Storage Account > Lifecycle Management > Add rule: 

ArchiveRule, move to Archive after 90 days. 



 PROMA & TBUCO Talent Exhibition Project  
 

Katar711 Multi-Cloud File Storage System Page 45 of 74 
 

 

Figure 25: Azure Portal showing lifecycle rule. 

o GCP Cloud Storage: 

▪ In GCP Console: Cloud Storage > my-free-tier-bucket > Lifecycle > 

Add rule: ArchiveRule, transition to Coldline after 60 days. 
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Figure 26: GCP Console showing lifecycle rule. 

26. API Usage Alerts: 

o AWS SNS/CloudWatch: 

▪ In AWS Console: SNS > Topics > Create Topic: ApiUsageAlert, add 

email subscription. 
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▪ In CloudWatch: Create alarm for S3 NumberOfRequests > 16,000 

(80% of 20,000 GET limit), notify ApiUsageAlert. 
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Figure 27: CloudWatch showingthe creation of an  alarm. 

o Azure Monitor: 
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▪ In Azure Portal: Storage Account > Alerts > Create alert rule: Total 

Transactions > 16,000, email notification. 
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Figure 28: Azure Portal showing the creation alert rule. 

o GCP Cloud Monitoring: 

▪ In GCP Console: Monitoring > Alerting > Create policy: 

storage.googleapis.com/api/request_count > 80% quota, email 

notification. 
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Figure 29: GCP Console showing monitoring policy. 

Troubleshooting 

• Alerts not triggering: Verify thresholds, email subscriptions. 

• Lifecycle issues: Check rule application in consoles. 
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11. Testing File Operations and Demo Scenarios (6 
hours, June 15, 2025) 

Objective: Validate file operations, mock scenarios, and alerts. 

Steps 
27. Test File Operations: 

o Upload 10MB file to AWS S3, Azure Blob, GCP Cloud Storage via frontend. 

o Download file using provider-generated links (e.g., S3 pre-signed URL). 

o Share file link via API. 

o Test mock endpoints (/demo/block, /demo/file) via StorageInfo.js. 

 

Figure 30: Browser showing upload/download and mock scenario outputs. 

28. Test Load Balancing and Alerts: 

o Send multiple upload requests, verify Nginx routing. 

o Simulate high request counts to trigger alerts (e.g., 16,000 requests). 

o Confirm email notifications. 
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Troubleshooting 

• Upload failures: Check docker logs flask-backend for errors. 

• Alerts not received: Verify console configurations. 
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12. Performance Optimization  

Objective: Implement caching and batch API calls. 

Steps 
29. Local Caching with Redis: 

o Install Redis dependency (already in requirements.txt). 

o Ensure Redis is included in docker-compose.yml. 

 

Figure 31: Docker desktop showing Redis container running. 

30. Batch API Calls: 

o Update app.py: 
o @app.route('/upload/batch', methods=['POST'])  # Define batch 

upload endpoint 

o def upload_batch():  # Batch upload handler 

o     if 'files' not in request.files:  # Check if files are 

included 

o         return 'No files provided', 400  # Return error if no 

files 

o     files = request.files.getlist('files')  # Get list of 

uploaded files 

o     responses = []  # Initialize response list 

o     for file in files:  # Iterate through files 

o         file_path = f'temp/{file.filename}'  # Define temporary 

file path 

o         cache_key = f'upload_s3_{file.filename}'  # Create 

cache key for file 

o         if get_cached(cache_key):  # Check if file is already 

uploaded 

o             responses.append(f'File {file.filename} already 

uploaded')  # Add cached response 

o             continue  # Skip to next file 

o         file.save(file_path)  # Save file to temporary path 

o         upload_to_s3(file_path, 'my-free-tier-bucket', 

file.filename)  # Upload to S3 

o         set_cached(cache_key, 'Uploaded')  # Cache upload 

status 

o         responses.append(f'Uploaded {file.filename} to S3')  # 

Add success response 
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    return {'results': responses}, 200  # Return all responses 

o Update FileUpload.js: 
o import React, { useState } from 'react';  // Import React and 

useState hook 

o import axios from 'axios';  // Import axios for API calls 

o function FileUpload() {  // Define FileUpload component 

o   const [files, setFiles] = useState([]);  // State for 

selected files 

o   const [provider, setProvider] = useState('s3');  // State for 

selected cloud provider 

o   const [status, setStatus] = useState('');  // State for 

upload status message 

o   const handleFileChange = (e) => {  // Handle file input 

change 

o     setFiles(e.target.files);  // Update files state 

o   }; 

o   const handleUpload = async () => {  // Handle file upload 

o     if (files.length === 0) {  // Check if files are selected 

o       setStatus('No files selected');  // Set error status 

o       return; 

o     } 

o     setStatus('Uploading...');  // Set uploading status 

o     try {  // Handle API call 

o       const formData = new FormData();  // Create FormData for 

file upload 

o       for (let i = 0; i < files.length; i++) {  // Loop through 

files 

o         formData.append('files', files[i]);  // Append each 

file 

o       } 

o       const endpoint = files.length > 1 ? '/api/upload/batch' : 

`/api/upload/${provider}`;  // Choose endpoint 

o       const response = await axios.post(endpoint, formData);  

// Send POST request 

o       setStatus(files.length > 1 ? 

response.data.results.join(', ') : response.data);  // Set 

status 

o     } catch (error) {  // Handle errors 

o       setStatus(`Upload failed: ${error.message}`);  // Set 

error status 

o     } 

o   }; 

o   return (  // Render JSX 

o     <div className="m-4 bg-white p-4 rounded shadow">  // 

Container with styling 

o       <h2 className="text-xl font-semibold text-gray-800">File 

Upload</h2>  // Section title 

o       <select 

o         value={provider}  // Bind provider state 

o         onChange={(e) => setProvider(e.target.value)}  // 

Update provider state 

o         className="mb-2 border rounded p-2"  // Styling for 

dropdown 

o       > 

o         <option value="s3">AWS S3</option>  // AWS option 

o         <option value="azure">Azure Blob</option>  // Azure 

option 
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o         <option value="gcp">GCP Cloud Storage</option>  // GCP 

option 

o       </select> 

o       <input 

o         type="file"  // File input 

o         multiple  // Allow multiple file selection 

o         onChange={handleFileChange}  // Bind file change 

handler 

o         className="mb-2 border rounded p-2"  // Styling for 

input 

o       /> 

o       <button 

o         onClick={handleUpload}  // Bind upload handler 

o         className="bg-blue-500 text-white p-2 rounded hover:bg-

blue-600"  // Styling for button 

o       > 

o         Upload Files  // Button text 

o       </button> 

o       <p className="mt-2 text-gray-700">{status}</p>  // 

Display status message 

o     </div> 

o   ); 

o } 

export default FileUpload;  // Export FileUpload component 

Troubleshooting 

• Redis failures: Verify Redis container (docker ps). 

• Batch upload issues: Test with small files, check backend logs (docker logs flask-

backend). 
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13. Documentation and Presentation (9 hours, June 17, 
2025) 

Objective: Create comprehensive documentation and presentation materials. 

Steps 
31. User Guide and Technical Docs: 

o Create docs/user-guide.md: 
o # User Guide 

o ## Installation 

o 1. Clone repository: `git clone 

https://github.com/yourusername/Multi-Cloud-Storage.git`  # 

Clone project 

o 2. Set environment variables in `backend/.env`: 

AWS_ACCESS_KEY_ID, AWS_SECRET_ACCESS_KEY, 

AZURE_STORAGE_CONNECTION_STRING, 

GOOGLE_APPLICATION_CREDENTIALS.  # Configure credentials 

o 3. Place GCP key in `backend/key.json`.  # Add GCP service 

account key 

o 4. Run: `docker-compose up --build`  # Build and start services 

o ## Usage 

o - Access frontend: http://localhost:8080  # Open web interface 

o - Upload files to AWS, Azure, GCP.  # Use file upload component 

o - View dashboard, storage info, and provider comparison.  # 

Explore UI components 

- Run mock block/file storage scenarios.  # Test demo endpoints 

o Create docs/technical-docs.md: 
o # Technical Documentation 

o ## Architecture 

o - **Frontend**: React with Tailwind CSS  # Responsive UI 

framework 

o - **Backend**: Flask with AWS S3, Azure Blob, GCP Cloud Storage 

APIs  # API server 

o - **Containers**: Docker with Nginx, Redis  # Containerized 

services 

o ## APIs 

o - `/upload/s3`, `/upload/azure`, `/upload/gcp`: File uploads  # 

Upload endpoints 

o - `/upload/batch`: Batch upload  # Batch upload endpoint 

o - `/demo/block`, `/demo/file`: Mock scenarios  # Demo endpoints 

o - `/dashboard`: Usage, savings, alerts, energy  # Dashboard 

data 

- `/provider/comparison`: Provider comparison data  # 

Comparison data
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Figure 32: VS Code showing user-guide.md and technical-docs.md 

32. Business Case Study: 

o Create docs/business-case.md: 
o # Business Case Study 

o A 10TB business saves $500/month by:  # Business cost savings 

o - Using Azure Archive ($0.0018/GB) for 80% of data.  # Leverage 

low-cost archival 



 PROMA & TBUCO Talent Exhibition Project  
 

Katar711 Multi-Cloud File Storage System Page 66 of 74 
 

o - Leveraging GCP’s no-egress-fee policy.  # Reduce data 

transfer costs 

o - Setting budget alerts at $800 for $1,000/month budget.  # 

Monitor spending 

Energy reduction: 20–30% via archival tiers, supporting ESG 

compliance.  # Sustainability benefits 

 

Figure 33: VS code showing business case 
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14. Technical Architecture 

 
Figure 34: Technical Architecture showing the overview of the project 
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15. Key Artifacts 
Flask Backend (backend/app.py) 
from flask import Flask, request  # Import Flask for web server and request 

handling 

from flask_cors import CORS  # Import CORS for cross-origin requests 

from file_upload import upload_to_s3, upload_to_azure, upload_to_gcp  # 

Import upload functions 

from energy_estimator import estimate_energy  # Import energy estimation 

function 

import redis  # Import Redis for caching 

app = Flask(__name__)  # Initialize Flask app 

CORS(app)  # Enable CORS for frontend communication 

cache = redis.Redis(host='redis', port=6379)  # Initialize Redis client 

def get_cached(key):  # Function to get cached data 

    return cache.get(key)  # Retrieve value from Redis 

def set_cached(key, value, ttl=300):  # Function to set cached data 

    cache.setex(key, ttl, value)  # Store value with TTL 

@app.route('/')  # Define root endpoint 

def home():  # Home route handler 

    return 'Backend is running!'  # Return status message 

@app.route('/upload/s3', methods=['POST'])  # Define S3 upload endpoint 

def upload_s3():  # S3 upload handler 

    if 'file' not in request.files:  # Check if file is included 

        return 'No file provided', 400  # Return error if no file 

    file = request.files['file']  # Get uploaded file 

    file_path = f'temp/{file.filename}'  # Define temporary file path 

    cache_key = f'upload_s3_{file.filename}'  # Create cache key 

    if get_cached(cache_key):  # Check if file is already uploaded 

        return 'File already uploaded', 200  # Return cached response 

    file.save(file_path)  # Save file to temporary path 

    upload_to_s3(file_path, 'my-free-tier-bucket', file.filename)  # Upload 

to S3 

    set_cached(cache_key, 'Uploaded')  # Cache upload status 

    energy = estimate_energy(file.content_length / (1024 * 1024))  # 

Calculate energy usage 

    return f'File uploaded to S3: {file.filename}, Energy: {energy:.4f} 

kWh', 200  # Return success 

@app.route('/upload/azure', methods=['POST'])  # Define Azure upload 

endpoint 

def upload_azure():  # Azure upload handler 

    if 'file' not in request.files:  # Check if file is included 

        return 'No file provided', 400  # Return error if no file 

    file = request.files['file']  # Get uploaded file 

    file_path = f'temp/{file.filename}'  # Define temporary file path 

    cache_key = f'upload_azure_{file.filename}'  # Create cache key 

    if get_cached(cache_key):  # Check if file is already uploaded 

        return 'File already uploaded', 200  # Return cached response 

    file.save(file_path)  # Save file to temporary path 

    upload_to_azure(file_path, 'my-free-tier-container', file.filename)  # 

Upload to Azure 

    set_cached(cache_key, 'Uploaded')  # Cache upload status 

    energy = estimate_energy(file.content_length / (1024 * 1024))  # 

Calculate energy usage 

    return f'File uploaded to Azure: {file.filename}, Energy: {energy:.4f} 

kWh', 200  # Return success 

@app.route('/upload/gcp', methods=['POST'])  # Define GCP upload endpoint 

def upload_gcp():  # GCP upload handler 
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    if 'file' not in request.files:  # Check if file is included 

        return 'No file provided', 400  # Return error if no file 

    file = request.files['file']  # Get uploaded file 

    file_path = f'temp/{file.filename}'  # Define temporary file path 

    cache_key = f'upload_gcp_{file.filename}'  # Create cache key 

    if get_cached(cache_key):  # Check if file is already uploaded 

        return 'File already uploaded', 200  # Return cached response 

    file.save(file_path)  # Save file to temporary path 

    upload_to_gcp(file_path, 'my-free-tier-bucket', file.filename)  # 

Upload to GCP 

    set_cached(cache_key, 'Uploaded')  # Cache upload status 

    energy = estimate_energy(file.content_length / (1024 * 1024))  # 

Calculate energy usage 

    return f'File uploaded to GCP: {file.filename}, Energy: {energy:.4f} 

kWh', 200  # Return success 

@app.route('/upload/batch', methods=['POST'])  # Define batch upload 

endpoint 

def upload_batch():  # Batch upload handler 

    if 'files' not in request.files:  # Check if files are included 

        return 'No files provided', 400  # Return error if no files 

    files = request.files.getlist('files')  # Get list of uploaded files 

    responses = []  # Initialize response list 

    for file in files:  # Iterate through files 

        file_path = f'temp/{file.filename}'  # Define temporary file path 

        cache_key = f'upload_s3_{file.filename}'  # Create cache key 

        if get_cached(cache_key):  # Check if file is already uploaded 

            responses.append(f'File {file.filename} already uploaded')  # 

Add cached response 

            continue  # Skip to next file 

        file.save(file_path)  # Save file to temporary path 

        upload_to_s3(file_path, 'my-free-tier-bucket', file.filename)  # 

Upload to S3 

        set_cached(cache_key, 'Uploaded')  # Cache upload status 

        responses.append(f'Uploaded {file.filename} to S3')  # Add success 

response 

    return {'results': responses}, 200  # Return all responses 

@app.route('/demo/block', methods=['GET'])  # Define block storage demo 

endpoint 

def demo_block():  # Block storage demo handler 

    return {  # Return mock block storage data 

        'aws': 'EBS: 10GB volume attached for VM', 

        'azure': 'Managed Disk: 10GB for VM', 

        'gcp': 'Persistent Disk: 10GB for VM' 

    }, 200 

@app.route('/demo/file', methods=['GET'])  # Define file storage demo 

endpoint 

def demo_file():  # File storage demo handler 

    return {  # Return mock file storage data 

        'aws': 'EFS: Shared folder created', 

        'azure': 'Azure Files: Shared folder created', 

        'gcp': 'Filestore: Shared folder created' 

    }, 200 

@app.route('/dashboard', methods=['GET'])  # Define dashboard data endpoint 

def dashboard_data():  # Dashboard data handler 

    return {  # Return mock dashboard data 

        'usage': {'s3': 100, 'azure': 150, 'gcp': 200}, 

        'savings': 500, 

        'alerts': ['AWS S3: 80% API limit reached'], 

        'energy': 0.05 

    }, 200 
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@app.route('/provider/comparison', methods=['GET'])  # Define provider 

comparison endpoint 

def comparison_data():  # Provider comparison handler 

    return [  # Return mock comparison data 

        {'name': 'AWS S3', 'cost': '$0.023/GB', 'freeTier': '5GB', ' 

16. Video of the project overview 
Here is the Link : https://youtu.be/oAanMit_lCE 

17. Project Management 

 
Figure 35: Simple screenshot of the project management tool I used. 

  



 PROMA & TBUCO Talent Exhibition Project  
 

Katar711 Multi-Cloud File Storage System Page 71 of 74 
 

18. Conclusion 

This project has been a transformative journey for me, as a cloud computing student at Lycée 

Guillaume Kroll. Developing a multi-cloud storage system using AWS, Azure, and GCP 

allowed me to dive deep into the intricacies of cloud storage systems—object, block, and 

file—and their practical applications for businesses. By leveraging free-tier services, I built a 

zero-budget prototype that not only demonstrates technical proficiency but also addresses 

real-world business needs like cost optimization and sustainability. The integration of 

lifecycle policies, energy estimation (0.01 kWh/GB), and API usage alerts showcases my 

ability to design solutions that balance performance, cost, and environmental impact. 

The talent exhibition provided a platform to highlight my skills as a cloud storage specialist, 

comparing providers' pricing, features, and use cases while ensuring cost control through 

alerts. Overcoming challenges like Docker configuration and API authentication deepened 

my understanding of cloud infrastructure and containerization. This project reflects my 

passion for creating scalable, sustainable solutions and my commitment to advancing cloud 

technology for business efficiency and ESG compliance. I’m excited to continue exploring 

innovative ways to optimize cloud storage for a sustainable future. 

19. Learning Resources 

• React and Tailwind CSS: 

o React Official Tutorial 

o Tailwind CSS Documentation 

• Flask and Cloud APIs: 

o Flask Official Documentation 

o AWS S3 Python SDK 

o Azure Blob Storage Python SDK 

o GCP Cloud Storage Python SDK 

• Docker and Nginx: 

o Docker Get Started 

o Nginx Load Balancing Guide 

• Sustainability: 

o AWS Customer Carbon Footprint Tool 

o Azure Emissions Impact Dashboard 

o GCP Carbon Footprint 

Contact: Aristide Katagaruka (aristide.katagaruka@example. 

19.Resource Links for Multi-Cloud Storage System 
Project 

The following links provide access to tutorials, documentation, and guides used in the 

development of the Multi-Cloud Storage System project. These resources are ideal for 
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learning about React, Flask, cloud storage APIs, Docker, Nginx, and sustainability tools for 

AWS, Azure, and GCP. 

• React Official Tutorial 

https://react.dev/learn 

Description: Official React tutorial for building dynamic user interfaces, used for the 

frontend development of the storage system. 

• Tailwind CSS Documentation 

https://tailwindcss.com/docs/installation 

Description: Guide for setting up and using Tailwind CSS, applied for styling the 

React frontend. 

• Flask Official Documentation 

https://flask.palletsprojects.com/en/stable/ 

Description: Official documentation for Flask, used for building the Python-based 

backend. 

• AWS S3 Python SDK 

https://boto3.amazonaws.com/v1/documentation/api/latest/guide/s3.html 

Description: Guide for using the AWS S3 Python SDK (boto3) for file upload and 

management. 

• Azure Blob Storage Python SDK 

https://learn.microsoft.com/en-us/azure/storage/blobs/storage-quickstart-blobs-python 

Description: Tutorial for integrating Azure Blob Storage with Python, used for blob 

storage operations. 

• GCP Cloud Storage Python SDK 

https://cloud.google.com/storage/docs/reference/libraries 

Description: Documentation for the GCP Cloud Storage Python SDK, used for bucket 

and file operations. 

• Docker Get Started 

https://docs.docker.com/get-started/ 

Description: Docker tutorial for containerizing the Flask backend and React frontend. 

• Nginx Load Balancing Guide 

https://docs.nginx.com/nginx/admin-guide/load-balancer/http-load-balancer/ 

Description: Guide for configuring Nginx as a load balancer, used for multi-cloud 

simulation. 

• AWS Customer Carbon Footprint Tool 

https://aws.amazon.com/sustainability/customer-carbon-footprint-tool/ 

Description: Tool for estimating AWS-related carbon footprint, referenced for 

sustainability metrics. 

• Azure Emissions Impact Dashboard 

https://learn.microsoft.com/en-us/industry/sustainability/emissions-impact-dashboard 

Description: Dashboard for tracking Azure’s environmental impact, used for energy 

estimation. 

• GCP Carbon Footprint 

https://cloud.google.com/sustainability/carbon-footprint 

Description: Tool for measuring GCP’s carbon footprint, supporting ESG compliance. 
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