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Certification and Declaration of Honor

I, the undersigned, hereby declare that the work contained in this project report titled '""Multi-
Cloud File Storage System" is my own and has been completed as part of the PROMA and
TBUCO course requirements for the BTS Cloud Computing program at Lycée Guillaume
Kroll.

I affirm that:

1. Thave conducted the project ethically and honestly, adhering to the principles of integrity
and academic conduct.

2. All external references, sources, and contributions by others have been appropriately
acknowledged in the report.

3. The report has not been plagiarized, and no part of this work has been submitted
previously for any other assignment, certification, or purpose.

Furthermore, I acknowledge that failure to comply with the rules of academic honesty may
result in disqualification of this project and the revocation of grades awarded for the PROMA
and TBUCO course.

Signatures of Team Members:

. Aristide KATAGARUKA /%%’

Date: 2/07/2025
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1. Overview

This project implements a multi-cloud file storage system leveraging free-tier services from
Amazon Web Services (AWS), Microsoft Azure, and Google Cloud Platform (GCP). The
system is designed to demonstrate cost optimization and sustainability for businesses while
serving as a zero-budget prototype for a talent exhibition. It includes a React-based frontend,
a Flask backend, Dockerized environments, and Nginx for load balancing, with features like
file uploads, sustainability metrics, and API usage alerts.

2. Features

o File Operations: Upload/download files across AWS S3, Azure Blob Storage, and
GCP Cloud Storage.

o Batch Upload: Support for uploading multiple files simultaneously.

o Demo Scenarios: Mock object (backup), block (VM storage), and file (sharing)
storage use cases.

o Dashboard: Displays storage usage, simulated cost savings, API limit alerts, and
carbon footprint.

e Provider Comparison: Table comparing pricing, free-tier limits, and egress fees.

o Storage Info: Technical details and use cases for object, block, and file storage.

o Sustainability: Energy estimation (0.01 kWh/GB), lifecycle policies (Glacier,
Archive, Coldline).

e Alerts: Notifications for API usage limits (80% of free-tier thresholds).

o Deployment: Containerized with Docker, orchestrated with Docker Compose, load-
balanced with Nginx.
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3. Project Structure

Multi-Cloud-Storage/

— backend/
app.py # Flask backend main application
file upload.py # Cloud storage upload logic
energy estimator.py # Energy usage calculation
requirements.txt # Python dependencies
temp/ # Temporary file storage
key.json # GCP service account key
—— docs/
— business-case.md # Business case documentation
—— technical-docs.md # Technical documentation
— user-guide.md # User guide for setup and usage
— storage-app/
— package.json # React app config and dependencies
—— Dockerfile # Dockerfile for frontend
—— tailwind.config.js # Tailwind CSS configuration
— src/
components/
FileUpload.js # File upload UI and logic
StorageDashboard.js # Dashboard with usage, savings,
alerts
| | | F—— StorageInfo.js # Info and use cases for storage
types
F—— ProviderComparison.js # Cloud provider comparison table
— pages/
L — Home.js # Main page composing dashboard and
components
— services/
L— api.js # API call utilities
— App.Jjs # App entry point
— index.Jjs # React entry point
— index.css # Tailwind CSS styles
— docker-compose.yml # Orchestration for backend, frontend,
Redis, Nginx
nginx.conf # Nginx load balancer configuration
.gitignore # Git ignore rules
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4. Development Environment Setup (3 hours, June 3,
2025)

Objective: Configure development tools and version control.

Steps
1. Install Visual Studio Code (1 hour):

o Download VS Code from code.visualstudio.com.
o Install extensions (Ctrl+Shift+X):
= Python: Linting, debugging, IntelliSense.
= JavaScript (ES6) snippets: React development.
= Docker: Dockerfile and Docker Compose support.
= GitLens: Git commit history and blame.
o Configure Python interpreter: Ctrl+Shift+P > “Python: Select Interpreter” >
Python 3.9+.

85 Extension: Python X

Python
Microsoft #& microsoft.com @ 17 7 * ik W7 (617)
Python language sup X points for IntelliSense (Py|a...

Disable  Uninstall |  Switch to Pre-Release Version ./ Auto Update {5}

DETAILS

= - . . Installation
— Python extension for Visual Studio

ES7 React/Redux/Graph.. * 45 Identifier ms-
Sir 1sions for R and

rodrig € Install

React-Native/React/Red

Install

Typescript React code s...

Install I
open files in th

Installed extensions

Install
The Pyt

React Component Gener. K %5 default
s fil for

Install . P - to provi i t ebu Other

Figure 1:VS Code Extensions panel with installed extensions, Python file open

o Why: VS Code provides a lightweight, extensible IDE for Python and React.
2. Install Python and Node.js

o Download Python 3.9+ from python.org (e.g., 3.9.13).
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=  Windows: Check “Add Python to PATH.”
= macOS/Linux: Use brew install python or sudo apt install python3.
o Download Node.js 16+ (LTS) from nodejs.org.

o Verify:

bash

python --version # Check Python version

node --version # Check Node.js version

npm --version # Check npm version

Figure 2: Verifying versions

= Expected: Python 3.9.x, Node.js v16.x.x, npm 8.x.x.

PS C:\Users\akata\Desktop\Talent_Exhibition_Project_Aristide> python
Python 3.13.5
PS C:\Users\akata\Desktop\Talent Exhibition Project Aristide> node

v22.16.0
PS C:\Users\akata\Desktop\Talent Exhibition_Project_Aristide> npm
190.9.2

Figure 3:Terminal showing version outputs

o  Why: Python for Flask backend, Node.js for React frontend.

3. Set Up React Project:

o Create React app:

0 npx create-react-app storage-app # Initialize React project

o cd storage-app # Navigate to project
directory

o npm install tailwindcss postcss autoprefixer axios # Install
dependencies
npx tailwindcss init -p # Initialize Tailwind CSS with
PostCSS

o Update storage-app/tailwind.config.js:

o module.exports = { // Export Tailwind configuration

o content: ["./src/**/*.{]Js,]Jsx,ts,tsx}"], // Specify files
for Tailwind to scan

o theme: { extend: {} }, // Extend Tailwind theme (empty for
now)

o plugins: [], // Add Tailwind plugins (none for now)

b

o Update storage-app/src/index.css:

@tailwind base; /* Apply Tailwind base styles */

o (@tailwind components; /* Apply Tailwind component styles */
@tailwind utilities; /* Apply Tailwind utility classes */

O
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o Add proxy to storage-app/package.json for backend API calls:
"proxy": "http://localhost:5000" // Proxy API requests to
Flask backend
o Start app:

npm start # Start development server

Welcome, to Aristide's Storage App

Figure 4: Browser showing default React app with Tailwind styling

o

o

Verify at http://localhost:3000.
Why: React for dynamic UlI, Tailwind for responsive styling, axios for API
calls.

4. Configure GitHub Repository :

Katar711

O 0O OO O

O

O O O O O OO0

Create repository multi-cloud-storage on github.com.
Initialize Git:
git init # Initialize Git repository

git add . # Add all files to staging
git commit -m "Initial commit with React setup" # Commit
changes

git remote add origin <repository-url> # Set remote repository
URL
git push -u origin main # Push to main branch

Create .gitignore:

node modules # Ignore Node.js dependencies
build # Ignore React build output

venv # Ignore Python virtual environment
__pycache  # Ignore Python bytecode

*.pyc # Ignore Python compiled files

temp # Ignore temporary files

Multi-Cloud File Storage System Page 8 of 74
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o backend/key.json # Ignore GCP service account key
backend/.env # Ignore environment variables

o Setup GitHub Actions in .github/workflows/ci.yml:
o name: CI # Name of the workflow
o on: # Trigger events
e} push: # Run on push to main branch
¢} branches: [main]
o Jjobs: # Define jobs
o build: # Build job
¢} runs-on: ubuntu-latest # Run on Ubuntu latest
o steps: # Define steps
o - uses: actions/checkout@v3 # Checkout code
o - name: Set up Node.js # Step to set up Node.js
o uses: actions/setup-node@v3
e} with:
o node-version: 'l6' # Use Node.js version 16
o - name: Install dependencies # Step to install
dependencies
o run: npm install # Run npm install
o - name: Build # Step to build React app
o run: npm run build # Run build script
e} - name: Test # Step to run tests
run: npm test --if-present # Run tests if available
o Commit and push:
o git add . # Add all changes

o git commit -m "Add GitHub Actions CI" # Commit CI workflow
git push # Push to GitHub

ciyml (& View Runs

&8 Aris-Kata26 Improve Cl workflow with pull_request trigger and cache path 76605e - 2 weeks ago &Y History

Code Blame

LELCHE
on: [push]
jobs:
build:
runs-on: ubuntu-latest
defaults:
run:

working-directory: ./storage-app

es: actions/checkout@v3
with:
path: storage-app

actions/setup-node@v3

node-version: '16"
cache: "npm’
- run: npm install

- run: npm run build

Figure 5: GitHub “Actions” tab showing successful Cl run

o  Why: GitHub for version control, Actions for CI/CD.
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Troubleshooting

o npm start fails: Delete node modules and package-lock.json, run npm install, then
npm start. Check port conflicts (Isof -i :3000).

e Git errors: Verify repository URL (git remote -v), ensure SSH/HTTPS
authentication.

o Extension issues: Restart VS Code after installing extensions.

5. Cloud Account Setup (2 hours, June 3, 2025)

Objective: Register and configure free-tier accounts for AWS, Azure, and GCP.

Steps
5. AWS Free Tier:

Go to aws.amazon.com/free, click “Create a Free Account.”

Use unique email, provide payment info (no charges within 5GB S3, 20,000
GET requests).

Select “Basic Plan (Free).”

o In AWS Console:

= [AM > Users > Add User: storage-user, programmatic access.

o

(@)

(@)

Katar711 Multi-Cloud File Storage System Page 10 of 74
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Lycée Guillaume Kro

Set permissions
d

Permissions options

0 A

» Set permissions boundary - optional

Review and create

tails

@ User created successfully

ou can view and download the usar's password and email instructions for signing in to the AWS Management Console.

Retrieve password

Console sign-in details

() Csusna stk

Figure 6: Specify user creation details(AWS)
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= Attach AmazonS3FullAccess policy.

Access key best practices & alternatives .
T —— , rove your secur

Access key best practices & alternatives i
s T ——

u

© Access by crested
T i e rly L U She Sacret st Uy Can B0 virwed Or Gowedoaded. You et (eCower & ey NOwever, you €I Crebte 3w 3CLH Moy any tive

Retrieve access keys

Access key

Access key best practices

Figure 7: Creating an Access ID and Secret Key

= Save Access Key ID and Secret Access Key in backend/.env:

Katar711 Multi-Cloud File Storage System Page 12 of 74
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®= AWS ACCESS KEY ID=your-access-key # AWS access key for
S3

AWS SECRET ACCESS KEY=your-secret-key # AWS secret key
for S3

6. Azure Free Tier:

o Visit azure.microsoft.com/free, sign up with Microsoft account.

Provide payment info for free services (5GB Blob Storage).
o In Azure Portal:

o

» Create Storage Account: mystorageaccount, select “Locally-redundant
storage” (LRS).
» Go to Access keys, copy connection string to backend/.env:
AZURE_STORAGE CONNECTION STRING=your-connection-string #
Azure Blob Storage connection string
Azure services
+ |= [« # & B @ T -
Creste a Storage Quickstart Azure Al Kubemetes Virtual AppSenices  SOLdatabases  Azwe Cosmos vices
FeSOUrTs accounts Center Foundry senvices machines
Resources
Recent  Favorite
Name Type Last Viewed
No resoutces have been viewed recently
Navigate
subscriptions () esource groups R aresouress EIl oashboend
e armoom =
Storage accounts
No storage accounts to display
Katar711
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rosoft Azure A2 Search resources, sen

Home > Storage accounts >

Create a storage account -

Basics Advanced MNetworking Data protection Encryption Tags Review + create

Azure Storage is a Microsoft-managed service providing cloud storage that is highly available, secure, durable, scalable, and
redundant. Azure Storage includes Azure Blobs (objects), Azure Data Lake Storage GenZ, Azure Files, Azure Queues, and Azure
Tables. The cost of your storage account depends on the usage and the options you choose below. Learn more about Azure
storage accounts

Project details

Select the subscription in which to create the new storage account. Choose a new or existing resource group to organize and
manage your storage account together with other resources.

Subscription = | Azure subscription 1 ~ |
Resource group * | (Mew) StorageDemoRG ~ |
Create new

Instance details

Storage account name = (O | aristidestorage2025 |

Region = (& | (Europe) France Central ~r |
Deploy to an Azure Extended Zone

Primary service (i} I.‘ Azure Blob Storage or Azure Data Lake Storage Gen 2 I N |
| |

-
Performance * © ommended for most scenarios (general-purpose v2 account)

O Premium: Recommended for scenarios that require low latency.

Redundancy = & | Locally-redundant storage (LRS) ~

Previous MNext Review + create
e

Create a storage account

Initializing deployment.. X

Secure transfer Enabled a
Blob anonymous access Disabled

Allow storage account key access Enabled

Default to Microsoft Entra authorization in Disabled

the Azure portal

Minimum TLS version Version 1.2

Permitted scope for copy operations  From any storage account
{preview)

Networking

Network connectivity Public endpoint (3ll networks)
Default routing tier Microsoft network routing
Data protection

Pointin-time restore Disabled

Blob soft delete Enabled

Blob retainment period in days 7

Container soft delete Enabled

Container retainment period in days 7

File share soft delete Enabled

File share retsinment period in days 7

Versioning Disabled

Zlob change feed Disabled

Version-level immutability support Disabled

Encryption

Encryption type Microsoft-managed keys (MM

Enable support for customer-managed  Blobs and files only
ey

Enable infrastructure encryption Disabled

Previous

Katar711 Multi-Cloud File Storage System Page 14 of 74
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Microsoft Azure £ search resources, services, and docs (G+/) I B Copilot
Home
& aristidestorage2025_1750081140983 | Overview =
Depioyment 9 ’
Search B celete (1) Redeploy & Download () Retresh | cotomsource | < pinto dashboard ]

2L Overview .
) | @ Your deployment is complete
¥ nputs
Deployment rame: srisidestoraga2025 1750081 140985 Stant time: 16/06/72025, 153953
Outputs Subscription: A 1 Comelation ID: belbb1dbs-c032-4357-82 ® Gp
3 rengise RESOUTCE GIOUR: SHOTQE0EMORG

Cost Management
' Deployment details Get nolified to stay within your budget and

prevent unexpected charges on your bill

Setup cost alerts >

0

Microsoft Defender for Cloud
Secure your apps and infrastructure

Go to Microsolt Defenser for Cloud »

Free Microsoft tutarials
Start leaming today

Work with an expert
Azure experts are service pravider partners
who can help manage your assets on Azure
‘and be your first line of support

axpert =

A Search resources, services, and docs (G+/)

Home 1140983 | Gverview > aristidestorage2025

storage2025 | Containers # # X
+ Container Refresh A7 Give feedback
= ovenien [eareh cortainars by prefe Showm deleted containers
& ctivitylog
# ng Hame Last moditied Anonymous access lavel Lease state
X Disgnose and sobve problems. [ siogs 16/06/2025, 15:40:16 Brivate Available
P mecess Control (1AM)

" Dota migration
Events

B storage browser

-

Storage Mever

-

Partner solutions

i+ Resource visualizer
=)
! .
M Queues
0 Tables
> Settings
> Automation

> Help
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A R e ] l RS

ge2025_1750081140983 | Overview > aristidestorage2025 New container ®

orage2025 | Containers # #

) Retresh B Give feedack | [rmies

Last modified A level

O siess 1670672025, 154015 privae | ()i

~ Advanced

Use this encryption 5 blobs i the container

Enab tevel ty suppart

0 Tables
> Sacurity + netwarking

Data management

£ Search resources, services, and docs (G+/)

w > anistidestorage2025

idestorage2025 | Containers = *

search + Container () nafresh B Give fesdback
= Qe by (@) show deleted containers
B Activity log
@ ngs Name Last modified Anonymous access level Lease state
X Diagnase and salve probems [ stoss 16/06/2025, 15:40:15 Private Available
f, ccess Control (1AM) I ) roy-bee-tes-container 16/06/2025, 154737 Private Avaiable

% Storage Mover

Figure 8:Azure Portal showing connection string

7. GCP Free Tier (0.6 hour):

o Sign up at cloud.google.com/free with $300 credit (90 days).
o In Google Cloud Console:
= Create project: multi-cloud-storage.
= Enable Cloud Storage API (APIs & Services > Library).
= Create service account: storage-service-account, assign “Storage
Admin” role, download JSON key as backend/key.json.
= Set in backend/.env:

GOOGLE APPLICATION CREDENTIALS=/app/key.json # Path to
GCP service account key

Katar711 Multi-Cloud File Storage System Page 16 of 74
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Google Cloud
= CoudHub >
Cloud overview >
Solutions >

Finned products
Pin your top products here

Products
gillng

1AM & Admin

APis & Services

Enabled APIS & services.

!
!
Marketplace S
o
Vertex Al 8 > by
&!dzmla\@
ComputeEngine 0 3
Onuth consent sereen

KUBEMEESENGe D > poce e oceemems
Cloud storage Y

Q  securiy . >

@  Bighuery a »

= Monitoring Y

)»  Cloud Run g >
VPG Network .

£ cloudsal a

View all products

= GoogleCloud | 3 MyFirstProject

a+mR@Do : Q

FPT APis & Serviees / API Library

. w—
& APILibrary
»
Welcome to the APl Library @ *
The API Library has documentation, links, and a smart search experience.
o Q. cloud storage x - [ ]
= Filter Type ta filter Maps [} View all (31)
Visibility ~ * [ibs m 9 z &
Public (489) Maps SDK for Android Maps SDK for iOS. Maps JavaScript APl Roads APl Directions AP
Google Goagie Google Gaogie Enterprise API () Googe Enterprise 4% ()
Private @
Android app ¥ Maps for your we et detailed inform; nap-tp-103d functionality 1o Dractions batwesn multple
mllon places accurately race GPS breadcrumts. location
Category ~
Analytics o
Big data. 22
Databases M Machine lsarning View all (16)
Machine learning e
e
wops o P < ] s XA &
Dislogfiow API Cloud Vision APl Cloud Natural Language API Cloud Speech-to-Text API Cloud Transiation API Al Platform Training &
DevOps 24y Google Enterprise AP () Google Em AP @ Googhe Enterprise AP (B 1@ Google Enterprise AP (B Prediction AP1
Compute 03 comversational Interfaces Image Content Analysis s natural snguage ntegrates text wanslation o your Google Entarprise AP B
understanding lechnologi ite e application 2 AP to ensbe creating and using

Gocgle Cloud | 8 My First Project

a4+

@ o

FFI APis & Services / API Library / Browse
w1 APl Library Q  cloud storage api x
APILibrary > “cloud storage apl”
= Fier Type o fiter 15 results
(=" | Cloud Storage
Visibility ~ EXl  Cosetersesn ©
Public i) Googe Cloud Storage is a RESTIU service for storing and accessing your data on Google's infrastructuse
Categor ~
oo X3 Goodle Cloud Storage JSON API
Anatytics m = Il
Lets you store and remieve porentially-large, immutable data cbjects
sigdan @ B perenallrier =
Databases [©)
Cloud Storage
Maching leaming m Google Enterprise AP
Mg w Lets you store and retrieve potentially large, immurable data objects.
Devops m
Cloud Storage for Firebase APl
Google Enterprise APIS (10 e
Security m The Cloud Storage for Firebase API enables programmalic management of Cloud Storage buckets for use in Firebase projects
Storage ©

Security Command Center Services(:

Other

m

Storage Transfer AP
Google Enerprise API (B

Transfers data from exnermal data sources 1 & Google Cloud Storage bucket o between Google Cloud Storage buckets.

Storage Insights API
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Overview
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2 | @ AP Enabled
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objects.

Tutorials and documentation

Learm more s

Terms of Service
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Bl Cloud overvien >
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Labely

et
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Manage Resources
Create a Proect
Easerenl Contacts
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Quotas & System Lmes

arops

Search (/) for resources, docs, prods

Additional details

B 1AM Admin / Service accounts

A
® PaM
@ Principal Access Boun
B Organizations
@ Identity & Organization
%, Policy Troubleshooter
& Policy Analyzer
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Create private key for "storage-app-user”

Downloads a file that contains the private key. Store the file securely because
this key can't be recovered if lost.
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* Choose how to store your data
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Troubleshooting

e Account conflicts: Use unique emails, clear cookies.
o Payment issues: Try virtual card or contact support.
e API not enabled: Verify Cloud Storage API in GCP Console.

6. Web App Frontend Development (8 hours, June 5,

2025)

Objective: Build a React interface with components for file operations, dashboard, storage

info, and provider comparison.

Steps
8. Set Up React Structure:

o Create folder structure:

o cd storage-app # Navigate to React project
mkdir src/components src/pages src/services
component, pages, and services directories

Create storage-app/src/pages/Home.js:

function Home() { // Define Home component
return ( // Render JSX

O O O OO

Container with padding and background

O

Cloud Storage Demo</hl> // Main title

# Create

import React from 'react'; // Import React library

<div className="p-4 bg-gray-100 min-h-screen"> //

<hl className="text-2x1 font-bold text-blue-600">Multi-

o <p className="text-gray-700">Manage files across AWS,

Azure, and GCP.</p> // Description
o </div>

) ;
}

o O

export default Home; // Export Home component

Update storage-app/src/App.js:

function App() { // Define App component
return ( // Render JSX
<div className="App"> // App container
<Home /> // Render Home component
</div>
) ;
}

O O OO0 O OO0 0O

export default App; // Export App component

o Test: npm start, verify at http://localhost:3000.

Katar711 Multi-Cloud File Storage System

import Home from './pages/Home'; // Import Home component
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[ ©® localhost3000

Welcome, to Aristide's Storage App

Welcome to Multi-Cloud Storage

Figure 10:Browser showing Home.js with styled header

9. Implement File Upload/Download UI:

o Create storage-app/src/components/FileUpload.js:

o 1import React, { useState } from 'react'; // Import React and
useState hook

o import { uploadFile } from '../services/api'; // Import API
utility for file upload

o function FileUpload() { // Define FileUpload component

o const [file, setFile] = useState(null); // State for
selected file

o const [provider, setProvider] = useState('s3'); // State for
selected cloud provider

o const [status, setStatus] = useState(''); // State for
upload status message

o const handleFileChange = (e) => { // Handle file input
change

o if (e.target.files.length > 0) { // Check if file is
selected

o setFile(e.target.files[0]); // Update file state

o }

o }i

o const handleUpload = async () => { // Handle file upload

o if (!file) { // Check if file is selected

o setStatus ('No file selected'); // Set error status

) return;

o }

o setStatus ('Uploading...'); // Set uploading status

o try { // Handle API call

o await uploadFile(file, provider); // Call upload API

o setStatus ( Uploaded to ${provider.toUpperCase ()} ); //

Set success status
} catch (error) { // Handle errors

O
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o setStatus ( Upload failed: ${error.message}’); // Set
error status

o }

o }i

o return ( // Render JSX

o <div className="m-4 bg-white p-4 rounded shadow"> //
Container with styling

o <h2 className="text-x1 font-semibold text-gray-800">File
Upload</h2> // Section title

¢} <select

o value={provider} // Bind provider state

o onChange={ (e) => setProvider (e.target.value)} //
Update provider state

o className="mb-2 border rounded p-2" // Styling for
dropdown

o >

o <option value="s3">AWS S3</option> // AWS option

o <option value="azure">Azure Blob</option> // Azure
option

o <option value="gcp">GCP Cloud Storage</option> // GCP
option

o </select>

¢} <input

o type="file" // File input

o onChange={handleFileChange} // Bind file change
handler

o className="mb-2 border rounded p-2" // Styling for
input

o />

¢} <button

o onClick={handleUpload} // Bind upload handler

o className="

o bg-blue-500 text-white p-2 rounded hover:bg-blue-600"
// Styling for button

o >

o Upload File // Button text

o </button>

o <p className="mt-2 text-gray-700">{status}</p> //
Display status message

o </div>

o );

o 1}

export default FileUpload; // Export FileUpload component

o Create storage-app/src/services/api.js:

o 1import axios from 'axios'; // Import axios for API calls

o export const uploadFile = async (file, provider) => { //
Function to upload single file

o const formData = new FormData(); // Create FormData for file
upload

o formData.append('file', file); // Append file to FormData

o) const response = await axios.post (' /upload/${provider}"’,
formData); // Send POST request

¢} return response.data; // Return response data

o}

o export const uploadBatch = async (files) => { // Function to
upload multiple files

o const formData = new FormData(); // Create FormData for file
upload
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O O

for (let i = 0; i < files.length; i++) { // Loop through

files
formData.append('files', files[i]); // Append each file to

FormData

}

const response = await axios.post('/upload/batch', formData);
// Send POST request

return response.data; // Return response data
}i

10. Implement Storage Dashboard:

Katar711

O O O O O O @)

@)

o O

O O O O O

Create storage-app/src/components/StorageDashboard.js:
import React, { useState, useEffect } from 'react'; // Import
React, useState, and useEffect
import axios from 'axios'; // Import axios for API calls
function StorageDashboard() { // Define StorageDashboard
component
const [data, setData] = useState({ // Initialize state for
dashboard data
usage: { s3: 0, azure: 0, gcp: 0 }, // Storage usage for
each provider
savings: 0, // Cost savings
alerts: [], // API limit alerts
energy: 0 // Carbon footprint
)i

useEffect (() => { // Fetch data on component mount
axios.get ('/dashboard"') // Send GET request to dashboard
endpoint
.then (response => setData (response.data)) // Update

state with response data
.catch(error => console.error ('Error fetching dashboard
data:', error)); // Log errors
}, [1); // Empty dependency array for single fetch
return ( // Render JSX
<div className="m-4 bg-white p-4 rounded shadow"> //
Container with styling
<h2 className="text-x1 font-semibold text-gray-
800">Storage Dashboard</h2> // Section title
<p className="text-gray-700">AWS S3: {data.usage.s3}
MB</p> // Display S3 usage
<p className="text-gray-700">Azure Blob:
{data.usage.azure} MB</p> // Display Azure usage
<p className="text-gray-700">GCP Cloud Storage:
{data.usage.gcp} MB</p> // Display GCP usage
<p className="text-green-600">Savings:
${data.savings}/month (10TB archival)</p> // Display savings
<p className="text-gray-700">Carbon Footprint:
{data.energy} kWh</p> // Display energy usage
<div className="bg-red-200 p-2 mt-2 rounded"> //
Container for alerts
{data.alerts.map((alert, i) => ( // Map through alerts
<p key={i} className="text-red-700">{alert}</p> //
Display each alert
))}
</div>
</div>
) ;
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export default StorageDashboard; // Export StorageDashboard
component

[J ® localhost:3000

GCP 0.02 2 5 Nearline/Coldline No (intra-GCP)

Object Storage:

AWS S3: 100 MB

Azure Blob: 150 MB

GCP Cloud Storage: 200 MB

Simulated Savings: $500/month (10TB archival)
Carbon Footprint: 0.05 kWh

API Limits: AWS S3: 80% reached

Block Storage (Mock):

AWS EBS: 10GB attached to EC2

Azure Managed Disk: 10GB attached to VM
GCP Persistent Disk: 10GB attached to VM

File Storage (Mock):

AWS EFS: Shared folder available
Azure Files: Shared folder available
GCP Filestore: Shared folder available

Figure 11:Browser showing dashboard with mock data

11. Implement Storage Info and Use Cases:

Katar711

Create storage-app/src/components/Storagelnfo.js:
import React, { useState, useEffect } from 'react'; // Import
React, useState, and usekEffect
import axios from 'axios'; // Import axios for API calls
function StorageInfo () { // Define StorageInfo component
const [blockData, setBlockData] = useState({}); // State for
block storage data
const [fileData, setFileData] = useState({}); // State for
file storage data
useEffect (() => { // Fetch data on component mount
axios.get ('/demo/block') // Send GET request for block
storage data
.then (response => setBlockData (response.data)) // Update
block data state
.catch(error => console.error ('Error fetching block
data:"', error)); // Log errors

axios.get ('/demo/file') // Send GET request for file
storage data
.then (response => setFileData (response.data)) // Update

file data state
.catch(error => console.error ('Error fetching file
data:', error)); // Log errors
}, [1); // Empty dependency array for single fetch
return ( // Render JSX
<div className="m-4 bg-white p-4 rounded shadow"> //
Container with styling
<h2 className="text-xl1 font-semibold text-gray-
800">Storage Types & Use Cases</h2> // Section title
<div className="mt-2"> // Container for storage types

Multi-Cloud File Storage System Page 27 of 74



0( bts >>
cloud computing

PROMA & TBUCO Talent Exhibition Project

o <h3 className="text-1g font-medium">Object Storage</h3>
// Object storage title

e} <p className="text-gray-700">Ideal for backups,
archives (e.g., AWS S3 Glacier).</p> // Object storage
description

o <h3 className="text-1lg font-medium mt-2">Block
Storage</h3> // Block storage title

o <p className="text-gray-700">AWS: {blockData.aws}</p>
// Display AWS block data

o <p className="text-gray-700">Azure:
{blockData.azure}</p> // Display Azure block data

o <p className="text-gray-700">GCP: {blockData.gcp}</p>
// Display GCP block data

¢} <h3 className="text-1lg font-medium mt-2">File
Storage</h3> // File storage title

o <p className="text-gray-700">AWS: {fileData.aws}</p>
// Display AWS file data

o <p className="text-gray-700">Azure:

{fileData.azure}</p> // Display Azure file data

o <p className="text-gray-700">GCP: {fileData.gcp}</p>
// Display GCP file data

o </div>

o </div>

@ )

o }

export default StorageInfo; // Export StorageInfo component

[ @ localhost:3000 Q12 Y| [ =R

/A AWS S3: B0% API limit reached

Storage Types & Use Cases

Best for databases, VMs, high-performance workloads

Best for shared file systems, legacy applications.

Best for unstructured data, backups, media files.

Provider Comparison
Provider Object ($/GB) Block ($/GB) File ($/GB) Free Tier Archival Egress Fees
0.023 0.08 3 Glacier Yes
0.0184 0.067 Archive Tier Yes

0.04 5 Nearline/Coldline No (intra-GCP)

Figure 12:Browser showing storage types and use cases

12. Implement Provider Comparison:

o Create storage-app/src/components/ProviderComparison.js:
o import React, { useState, useEffect } from 'react'; // Import
React, useState, and usekffect
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o import axios from 'axios'; // Import axios for API calls

o function ProviderComparison() { // Define ProviderComparison
component

o const [providers, setProviders] = useState([]); // State for
provider data

o useEffect (() => { // Fetch data on component mount

o axios.get ('/provider/comparison') // Send GET request for
comparison data

o .then (response => setProviders (response.data)) // Update
providers state

o .catch(error => console.error ('Error fetching comparison
data:', error)); // Log errors

o }, [1); // Empty dependency array for single fetch

o return ( // Render JSX

o <div className="m-4 bg-white p-4 rounded shadow"> //
Container with styling

o <h2 className="text-x1 font-semibold text-gray-
800">Provider Comparison</h2> // Section title

o <table className="w-full mt-2 text-left"> // Table for
comparison data

o <thead> // Table header

o <tr className="bg-gray-200"> // Header row styling

o <th className="p-2">Provider</th> // Provider
column

o <th className="p-2">Cost</th> // Cost column

o <th className="p-2">Free Tier</th> // Free Tier
column

o <th className="p-2">Egress Fees</th> // Egress
Fees column

o </tr>

o </thead>

o <tbody> // Table body

o {providers.map ( (provider, i) => ( // Map through
providers

o <tr key={i} className="border-t"> // Table row
with border

o <td className="p-2">{provider.name}</td> //
Display provider name

o <td className="p-2">{provider.cost}</td> //
Display cost

o <td className="p-2">{provider.freeTier}</td> //
Display free tier

o) <td className="p-2">{provider.egress}</td> //
Display egress fees

o </tr>

o ))}

o </tbody>

o </table>

o </div>

o );

o }

export default ProviderComparison; // Export
ProviderComparison component

o Update Home.js to include all components:

import React from 'react'; // Import React library

o import FileUpload from '../components/FileUpload'; // Import
FileUpload component

O

Katar711 Multi-Cloud File Storage System Page 29 of 74



0( bts >>

PROMA & TBUCO Talent Exhibition Project cloud computing
o 1import StorageDashboard from '../components/StorageDashboard';
// Import StorageDashboard component
o import StorageInfo from '../components/StorageInfo'; // Import

StorageInfo component

o 1mport ProviderComparison from
'../components/ProviderComparison'; // Import
ProviderComparison component

o function Home() { // Define Home component
o return ( // Render JSX
o <div className="p-4 bg-gray-100 min-h-screen"> //

Container with styling

o <hl className="text-2x1 font-bold text-blue-600">Multi-
Cloud Storage Demo</hl> // Main title

o <FileUpload /> // Render file upload component

o <StorageDashboard /> // Render dashboard component

o <StoragelInfo /> // Render storage info component

o <ProviderComparison /> // Render provider comparison
component

o </div>

© )i

o }

export default Home; // Export Home component

[l @ localhost:3000 o E oE e

Storage Types & Use Cases

Provider Comparison

Prowder  Objec ($GB)  Block (GB)  File ($1GB)  FreeTier  Archival

Drag & drop files here or click to select

Choose provider

AWS S3

Figure 13:Browser showing all components (upload, dashboard, info, comparison).
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Troubleshooting

e Ul not rendering: Check browser console (Ctrl+Shift+]), verify imports.
o Tailwind issues: Ensure tailwind.config.js includes src/**/*.{js,jsx}.
e API call failures: Verify package.json proxy and backend running.

7. Cloud Storage API Integration (10 hours, June 7, 2025)

Objective: Develop Flask backend with endpoints for file uploads, mock scenarios,
dashboard data, and provider comparison.

Steps
13. Set Up Flask Backend:

Create backend folder:

mkdir backend # Create backend directory

cd backend # Navigate to backend directory

python -m venv venv # Create Python virtual environment
source venv/bin/activate # Activate virtual environment
(Windows: venv\Scripts\activate)

pip install flask flask-cors boto3 azure-storage-blob google-
cloud-storage redis # Install dependencies

O O O O O

Create backend/requirements.txt:

flask==2.0.1 # Flask framework for backend
flask-cors==3.0.10 # CORS support for Flask
boto3==1.24.0 # AWS SDK for Python
azure-storage-blob==12.13.0 # Azure Blob Storage SDK
google-cloud-storage==2.5.0 # GCP Cloud Storage SDK
redis==3.5.3 # Redis client for caching

O O O O O O

Create backend/app.py:

o from flask import Flask, request # Import Flask for web server
and request handling

from flask cors import CORS # Import CORS for cross-origin

@)

@)

requests

o app = Flask( name ) # Initialize Flask app

o CORS (app) # Enable CORS for frontend communication

o0 Q@app.route('/') # Define root endpoint

o def home(): # Home route handler

o return 'Backend is running!' # Return status message

o if name == "' main ': # Check if script is run directly

app.run (debug=True, port=5000) # Start Flask server on

port 5000

o Create temp folder for temporary file storage:

mkdir temp # Create temporary file storage directory
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Start backend:
pip install -r requirements.txt # Install dependencies
python app.py # Run Flask app

Verity at http://localhost:5000.

[ @ localhost:5000 @ 2| @ A

Backend is running!

Figure 14:Browser showing “Backend is running!”.

14. Integrate AWS S3:

Katar711

O O O O

@)

Create backend/.env:

AWS ACCESS KEY ID=your-access-key # AWS access key for S3

AWS SECRET ACCESS KEY=your-secret-key # AWS secret key for S3
AZURE STORAGE CONNECTION STRING=your-connection-string # Azure
Blob Storage connection string

GOOGLE APPLICATION CREDENTIALS=/app/key.json # Path to GCP
service account key

Create backend/file_upload.py (see Section 15).

Update app.py with S3 upload endpoint:

from file upload import upload to s3 # Import S3 upload
function

from energy estimator import estimate energy # Import energy
estimation function

import redis # Import Redis for caching

cache = redis.Redis (host='redis', port=6379) # Initialize
Redis client
def get cached(key): # Function to get cached data

return cache.get (key) # Retrieve value from Redis
def set cached(key, value, ttl=300): # Function to set cached
data

cache.setex (key, ttl, value) # Store value in Redis with
TTL
@app.route ('/upload/s3', methods=['POST']) # Define S3 upload
endpoint
def upload s3(): # S3 upload handler

if 'file' not in request.files: # Check if file 1is
included

return 'No file provided', 400 # Return error if no
file
file = request.files['file'] # Get uploaded file
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o file path = f'temp/{file.filename}' # Define temporary
file path

o cache key = f'upload s3 {file.filename}' # Create cache
key for file

e} if get cached(cache key): # Check if file is already
uploaded

o return 'File already uploaded', 200 # Return cached
response

o file.save(file path) # Save file to temporary path

o upload to s3(file path, 'my-free-tier-bucket',
file.filename) # Upload to S3

o set cached(cache key, 'Uploaded') # Cache upload status

o energy = estimate energy(file.content length / (1024 *

1024)) 4 Calculate energy usage
return f'File uploaded to S3: {file.filename}, Energy:
{energy:.4f} kWh', 200 # Return success message

o In AWS Console: Create bucket my-free-tier-bucket (us-east-1, disable public
access block).
o Test:

curl -X POST -F "file=@test.txt"
http://localhost:5000/upload/s3 # Test S3 upload

Q s ] Europe (Stockholm) Aristide ¥

@& Simple Notification Service & CloudWatch (& 53

(=

Amazon 53 Objects (10)

General purpose buckets
Directory buckets

Table buckets

Access Grants

Access Points for general purpose

buckets

. v Storage class
Access Po

245.9 KB Standard

Standard

Standard
account
Storage Lens
Dashboards oo
Storage Lens
AWS Organiz

Standard

Feature spotlight
Standard

» AWS Marketplace for 53
Standard

Figure 15:AWS S3 Console showing my-free-tier-bucket with test.txt
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15. Integrate Azure Blob Storage:

o Add to app.py:

o from file upload import upload to azure # Import Azure upload
function

o (Qapp.route('/upload/azure', methods=['POST']) # Define Azure
upload endpoint

o def upload azure(): # Azure upload handler

o if 'file' not in request.files: # Check if file is
included

o return 'No file provided', 400 # Return error if no
file

o file = request.files['file'] # Get uploaded file

o file path = f'temp/{file.filename}' # Define temporary
file path

o cache key = f'upload azure {file.filename}' # Create cache
key for file

o if get cached(cache key): # Check if file is already
uploaded

o return 'File already uploaded', 200 # Return cached
response

o file.save (file path) # Save file to temporary path

o upload to azure(file path, 'my-free-tier-container',
file.filename) # Upload to Azure

o set cached(cache key, 'Uploaded') # Cache upload status

o energy = estimate energy(file.content length / (1024 *

1024)) # Calculate energy usage
return f'File uploaded to Azure: {file.filename}, Energy:
{energy:.4f} kWh', 200 # Return success message

In Azure Portal: Create container my-free-tier-container.
Test:

curl -X POST -F "file=@testlOOmb.txt"
http://localhost:5000/upload/azure # Test Azure upload

. ; y 5 ] & ariskatagaruka2025@ou...
Microsoft Az... (@ Upc L Search resources, services, and docs (G+/) ! Copilot lp 28 ® & DEFAULT DIRECTORY
Home >
— - -tier- i X
] my free-tier-container

Container

I*" Search I s —|— Add Directory $ Upload E] Change access level O Refresh @ Delete @ Copy [[) Paste =D Rename

™1 Overview - ) )
1 my-free-tier-container
Cﬁ’ Diagnose and solve problems
Authentication method: Access key (Switch to Microsoft Entra user account)

9;2\ Access Control (IAM) T Add filter

> Settings -
| S Search blobs by prefix (case-sensitive) I | Only show active blobs v

Showing all 3 items

D Name Last modified Access tier Blob type Size Lei
[] Dyeuipaf 28/06/2025, 21:26:04 Hot (Inferred) Block blob 2.81 MiB Av
[1 [ HappyFace..  24/06/2025, 14:53:15 Hot (Inferred) Block blob 128.2 KiB Av
[ test100mb.t..  22/06/2025, 12:17:13 Hot (Inferred) Block blob 0 AV

Figure 16: Azure Portal showing my-free-tier-container with test100mb.txt.
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16. Integrate GCP Cloud Storage:

o Add to app.py:
o from file upload import upload to gcp # Import GCP upload

function

0 Qapp.route('/upload/gcp', methods=['POST']) # Define GCP
upload endpoint

o def upload gcp(): # GCP upload handler

o if 'file' not in request.files: # Check if file is
included

o return 'No file provided', 400 # Return error if no
file

o file = request.files['file'] # Get uploaded file

¢} file path = f'temp/{file.filename}' # Define temporary
file path

o cache key = f'upload gcp {file.filename}' # Create cache
key for file

e} if get cached(cache key): # Check if file is already
uploaded

o return 'File already uploaded', 200 # Return cached
response

o file.save(file path) # Save file to temporary path

o upload to gcp(file path, 'my-free-tier-bucket',
file.filename) # Upload to GCP

o set cached(cache key, 'Uploaded') # Cache upload status

o energy = estimate energy(file.content length / (1024 *
1024)) # Calculate energy usage

return f'File uploaded to GCP: {file.filename}, Energy:
{energy:.4f} kWh', 200 # Return success message

In GCP Console: Create bucket my-free-tier-bucket (Standard class).
Test:

curl -X POST -F "file=@test.txt"
http://localhost:5000/upload/gcp # Test GCP upload
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[l % consolecloud.google.com/storage/b r/aristide-free-tie 5 ~ o E oG e

Go gle Cloud 3¢ My First Project Search (/) for resources, docs, products, and more ‘ Q_search J * ﬁ _Q_ @ : c

= Cloud Storage " & Bucket details @ Gotopath (' Refresh
Locauon Storage class FUDpIIC access Frotection

Overview eu (multiple regions in European Union) ~ Standard Not public Soft Delete

[E6
W Buckets
o~

Objects Configuration Permissions Protection Lifecycle Observability m Inv >
i Monitoring
.3 Settings Folder browser I< Buckets » aristide-free-tier-2025 |\
Storage Intelligence ~ W aristide-free-tier-2025 Create folder Upload = : *
Insights datasets T
Filter by name prefix only v = Filter ¢ Show Live objects onlylll
{} Configuration
9 O Name ﬁ Size T
BL1.pdf d 2.9 MB a *
=1pd f
B Dockerfile o 804 B a ¥ i
vockerine ) |
O B HappyFacejpg d 131.3KB in ¥ %
e
O B README.md r 0B e ¥
S -
O B Server Virtualization Systems Proj... 4 MB a ¥ i
B test.txt 198 e ¥ |3
| —
O B test100mb.txt 0B e ¥ i
O B testiomb.axt 0B e ¥ i

Figure 17: GCP Console showing my-free-tier-bucket with test.txt.

17. Add Mock Endpoints and Dashboard Data:

o Add to app.py:

o0 (Qapp.route('/demo/block', methods=['GET']) # Define block
storage demo endpoint

o def demo block(): # Block storage demo handler

o return { # Return mock block storage data

o 'aws': 'EBS: 10GB volume attached for VM',

e} 'azure': 'Managed Disk: 10GB for VM',

o 'gcp': 'Persistent Disk: 10GB for VM'

o }, 200

o (@app.route('/demo/file', methods=['GET']) # Define file
storage demo endpoint

o def demo file(): # File storage demo handler

o return { # Return mock file storage data

o 'aws': 'EFS: Shared folder created’,

o 'azure': 'Azure Files: Shared folder created',

e} 'gep': 'Filestore: Shared folder created'

o }, 200

o (@app.route('/dashboard', methods=['GET']) # Define dashboard
data endpoint

o def dashboard data(): # Dashboard data handler

e} return { # Return mock dashboard data

o) 'usage': {'s3': 100, 'azure': 150, 'gcp': 200},

o 'savings': 500,

o 'alerts': ['AWS S3: 80% API limit reached'],

o 'energy': 0.05

o }, 200

0 Q@app.route('/provider/comparison', methods=['GET']) # Define
provider comparison endpoint

o def comparison data(): # Provider comparison handler
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o return [ # Return mock comparison data

o {'name': 'AWS S3', 'cost': '$0.023/GB', 'freeTier':
'5GB', 'egress': 'Yes'},

o {'name': 'Azure Blob', 'cost': '$0.0018/GB (Archive)',
'freeTier': '5GB', 'egress': 'Yes'},

o {'name': 'GCP Cloud Storage', 'cost': '$0.020/GB',
'freeTier': '5GB', 'egress': 'No'}

1, 200

[l @ localhost:3000

Storage Types & Use Cases

Best for databases, VMs, high-performance workloads.

Best for shared file systems, legacy applications.

Best for unstructured data, backups, media files.

Figure 18: Browser showing mock endpoint responses in Storagelnfo.js

Troubleshooting

e CORS errors: Ensure flask-cors is installed and enabled in app.py.

o API failures: Check backend logs (python app.py), verify bucket/container names.

e Permission issues: Confirm IAM roles (AmazonS3FullAccess, Storage Blob Data
Contributor, Storage Admin).

e GCP auth errors: Ensure key.json is correctly placed in backend.

8. Application Containerization (6 hours, June 9, 2025)

Objective: Containerize Flask backend and React frontend.

Steps
18. Install Docker:

o Download Docker Desktop from docker.com.
o Enable Docker service (Linux: systemctl start docker).
o Verify:
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v TERMINAL

docker --version # Check Docker version

PS C:\Users\akata\Desktop\Talent_Exhibition_Project_Aristide> docker

Docker version 28.1.1, build 4eba377

Figure 19: Terminal showing docker --version, Docker Desktop UI.

19. Dockerfile for Flask:

@ docker. desktop

» Extensions

O O O 0 O

O O O O O

o O

Create backend/Dockerfile:

FROM python:3.9-slim # Use Python 3.9 slim base image
WORKDIR /app # Set working directory

COPY . . # Copy all files to container

RUN pip install -r requirements.txt # Install Python
dependencies

CMD ["python", "app.py"] # Run Flask app

Create backend/.dockerignore:

venv # Ignore virtual environment
__pycache  # Ignore Python bytecode
*.pyc # Ignore compiled Python files
temp # Ignore temporary files
key.json # Ignore GCP key

Build and test:
cd backend # Navigate to backend directory
docker build -t flask-backend . # Build Docker image

docker run -p 5000:5000 --env-file .env -v
$ (pwd) /key.json:/app/key.json flask-backend # Run container

Verify at http://localhost:5000.

Q search (k] @ &' & & =

Containers

Cantainer CPU usage Cantainer memory usage

Container ID Port(s) CPU (%) Actions

multi-cloud-storage
0077008908db
bf99711e1dM

flask-backend 2e45ebad40195

Figure 20:Docker desktop showing Flask backend on port:5000:5000
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Multi-Cloud File Storage System Page 38 of 74


http://localhost:5000/

0( bts >>
cloud computing

PROMA & TBUCO Talent Exhibition Project

20. Dockerfile for React:

Create storage-app/Dockerfile:

FROM node:16 # Use Node.js 16 base image
WORKDIR /app # Set working directory

COPY . . # Copy all files to container

RUN npm install # Install Node.js dependencies
RUN npm run build # Build React app

FROM nginx:alpine # Use Nginx alpine base image
COPY —--from=0 /app/build /usr/share/nginx/html # Copy React
build to Nginx

EXPOSE 80 # Expose port 80

CMD ["nginx", "-g", "daemon off;"] # Run Nginx

O O O 0O O O OO0

o

o Create storage-app/.dockerignore:
o node modules # Ignore Node.js dependencies
build # Ignore React build output

o Build and test:

cd storage-app # Navigate to React project

o docker build -t react-frontend . # Build Docker image
docker run -p 80:80 react-frontend # Run container

(@)

o Verify at http://localhost:80.

OE OB4 @

Welcome to Aristide's Storage App

Object Storage:

AWS 53: 100 MB

Azure Blob: 150 MB

‘GCP Cloud Storage: 200 MB

Simulated Savings: $500/month (10TB archival)
Carbon Footprint: 0.05 kWh

API Limits: AWS S3: 80% reached

Block Storage (Mock):
AWS EBS: 10GB attached fo EC2

Azure Managed Disk: 10GB attached to VM
GCP Persistent Disk: 10GB attached to VM

File Storage (Mock):
AWS EFS: Shared folder available
Azure Files: Shared folder available
GCP Filestore: Shared folder available

Figure 21: WebUI showing browser at http://localhost:80.

21. Test Containers Locally:

o Test Flask and React containers, verify API calls with Postman.
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Troubleshooting

e Port conflicts: Check with Isof -1 :80, change ports (e.g., -p 8080:80).
o Build failures: Verify dependencies in requirements.txt or package.json.
e GCP auth: Ensure key.json is mounted correctly in Docker.

9. Multi-Cloud Simulation with Load Balancing (6 hours,
June 10, 2025)

Objective: Simulate multi-cloud environments with Docker Compose and Nginx.

Steps
22. Set Up Docker Compose:

o Create docker-compose.yml:

o version: '3' # Specify Docker Compose version

o services: # Define services

¢} flask-backend: # Backend service

o build: ./backend # Build from backend directory

o ports: # Map ports

o - "5000:5000" # Map host port 5000 to container port
5000

e} environment: # Set environment variables

o - AWS ACCESS KEY ID=${AWS ACCESS KEY ID} # AWS access
key

o - AWS_SECRET ACCESS KEY=${AWS SECRET ACCESS KEY} # AWS
secret key

o -
AZURE_STORAGE_CONNECTION_STRING=${AZURE_STORAGE_CONNECTION_STRI
NG} # Azure connection string

o - GOOGLE APPLICATION CREDENTIALS=/app/key.json # GCP key
path

o volumes: # Mount volumes

o - ./backend:/app # Mount backend directory

o - ./backend/key.json:/app/key.json # Mount GCP key

o react-frontend: # Frontend service

o build: ./storage-app # Build from storage-app directory

o ports: # Map ports

o - "80:80" # Map host port 80 to container port 80

o redis: # Redis service

o image: redis:latest # Use latest Redis image

o ports: # Map ports

o) - "6379:6379" # Map host port 6379 to container port
6379

o nginx: # Nginx service

o image: nginx:latest # Use latest Nginx image

o ports: # Map ports

o - "8080:80" # Map host port 8080 to container port 80

o volumes: # Mount volumes

Katar711 Multi-Cloud File Storage System Page 40 of 74



0( bts >>
cloud computing

PROMA & TBUCO Talent Exhibition Project

o - ./nginx.conf:/etc/nginx/nginx.conf # Mount Nginx
config

o - ./storage-app/build:/usr/share/nginx/html # Mount
React build

o depends _on: # Specify dependencies

- flask-backend # Ensure backend starts first
o Run:

docker-compose up --build # Build and start all services

o Access frontend at http://localhost:8080, backend at http://localhost:5000.

& dockerdesktop e Q search [amk] @ & & © =

@ on

Container I Port(s) CPU(%) | Actions

ngin

2e45ebad0195

Figure 22: Docker desktop showing docker-compose up at http://localhost:8080.

23. Configure Nginx Load Balancing:

o Create nginx.conf:

o events {} # Define Nginx events block (empty for default
settings)

o http { # Define HTTP server block

e} upstream backend { # Define upstream backend server

e} server flask-backend:5000; # Route to Flask backend on
port 5000

© }

o server { # Define server block

o listen 80; # Listen on port 80

o location /api/ { # Route API requests

o proxy pass http://backend; # Forward to Flask backend

o proxy set header Host Shost; # Pass host header

o proxy set header X-Real-IP Sremote addr; # Pass client
IP

© }

o location / { # Route all other requests

o root /usr/share/nginx/html; # Serve React build

o try files $uri /index.html; # Fallback to index.html for
SPA

© }

© }

o Test file uploads via frontend, verify routing to /upload/s3, /upload/azure,
/upload/gcp.
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Troubleshooting

e Nginx errors: Check docker logs nginx, ensure flask-backend is running.
e 404 errors: Verify nginx.conf paths and service names.
e CORS issues: Confirm flask-cors in app.py.

10. Sustainability and Alerts Implementation (8 hours,
June 12, 2025)

Objective: Add energy estimation, lifecycle policies, and API usage alerts.

Steps
24. Energy Estimation Script:

o Create backend/energy estimator.py:

o def estimate energy(file size mb): # Function to estimate
energy usage

o # Assume 0.01 kWh/GB upload

o energy kwh = (file size mb / 1024) * 0.01 # Convert MB to

GB and calculate energy
return energy kwh # Return estimated energy in kWh

Drag & drop files here or click to select

Selected files: foreachstatement.ps1

Choose provider:

AWS S3

© BATCH UPLOAD

Upload complete: foreachstatement.ps1 uploaded to S3, Energy: 0.0000 kWh

Figure 23:Browser showing upload response with energy estimation.
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25. Lifecycle Policies:

o AWSS3:
= In AWS Console: S3 > my-free-tier-bucket > Management > Create
lifecycle rule: ArchiveRule, transition to Glacier after 30 days.

Create lifecycle rule .«

Lifecycle rule configuration

Transition current versions of objects between storage classes

Expire current versions of objects

Ouays sfter odjact crosmion

Review transition and expiration actions

Current version actions
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Lifecycle rule actions

Transition current versions of objects between storage classes

(@ The rule “ArchiveRule* has been successfully added and the lifecycle configuration has been updated
It may take some time for the canfiguration to be updated. Refresh the lifecycle rules st f changes to the configuratian aren' displayed.

Lifecycle configuration

Lifecycle rules (1

Figure 24:AWS Console showing lifecycle rule.

o Azure Blob Storage:

= In Azure Portal: Storage Account > Lifecycle Management > Add rule:
ArchiveRule, move to Archive after 90 days.

Katar711 Multi-Cloud File Storage System Page 44 of 74



0«4 bts >>
cloud computing

PROMA & TBUCO Talent Exhibition Project
Microsoft Azure E P Search resources, services, and docs (G+/)
<] aristidestorage2025 | Lifecycle management | » - X
I |IJ lic X| o + Addarule 7 Enable : Disable O Refresh i Delete R'j Give feedback

~ Data management
Lifecycle management offers a rich, rule-based policy for general purpose v2 and blob storage accounts. Use the policy to
@ Redundancy transition your data to the appropriate access tiers or expire at the end of the data's lifecycle. A new or updated rule can
take up to 24 hours to go into effect. Learn more

] Lifecycle management List View  Code View

~ Settings .
& Enable access tracking @ |:|
&= Configuration
Il Endpoints Name Status Blob type
No rules
. Add or remove favorites by pressing CtrL+ShiftsF .

MName Status Blob type
ArchiveRule Enabled Block

Figure 25: Azure Portal showing lifecycle rule.

o GCP Cloud Storage:
= In GCP Console: Cloud Storage > my-free-tier-bucket > Lifecycle >
Add rule: ArchiveRule, transition to Coldline after 60 days.
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= Go gle Cloud e® My First Project Search (/) for resources, docs, products, and more

E Cloud Storage a & Add object lifecycle rule

Overview After you add or edit a rule, it may take up to 24 hours to take effect.

E
W  Buckets .
» e Select an action

Monitoring

i
O Set storage class to Nearline

Settings —Best for backups and data accessed less than once a month

@ Set storage class to Coldline
Best for disaster recovery and data accessed less than once a quarter

-]

Storage Intelligence A

[l Insights datasets

& Configuration ©  Archive objects will not be changed to Coldline.

O Set storage class to Archive
Best for long-term digital preservation of data accessed less than once a year

O Delete object

O Delete multi-part upload
Sets a time limit and removes unfinished or idle multi-part uploads

* Select object conditions

Coldline if there are rules for both).

Rules Add arule Delete all
Action Object condition Works with
Set to Coldline 60+ days since object was created ] Vd

Name matches prefix 'ArchiveRule'

Figure 26: GCP Console showing lifecycle rule.

26. APl Usage Alerts:

o AWS SNS/CloudWatch:
= In AWS Console: SNS > Topics > Create Topic: ApiUsageAlert, add
email subscription.
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* In CloudWatch: Create alarm for S3 NumberOfRequests > 16,000
(80% of 20,000 GET limit), notify ApiUsageAlert.

[Ex] 2 @ S Europe (Stockholm) ¥ Aristide ¥

&8 simple Motification Service

(@ New Feature
Amazon SNS now supports High Throughput FIFO topics. Learn more [2

Application Int

Amazon Simple Create topic
Notification Service Fiesirre
Pub/sub messaging for
microservices and

serverless applications.

h El urab m

Pricing

Amazon SNS has no upfront co
pay based on the number of m
Benefits and features you publish, the number of messages

you deliver, and any additional API calls

[ o " i for managing topics and subscriptions.
Reliably deliver messages with durability ST AT, s (o e e

Amazon SNS uses cross availability zone message storage to

provide high message durability. Amazon SNS reliably delivers 2

messages to valid AWS endpoints, such as Amazon SQS queues
and AWS Lambda functions.

PO A T P - —
23 cioudshell Feedback Privacy Terms Cookie preferences

Amazon Web Services, Inc. or its affiliates.

Europe (Stackholm) ¥

@# simple Notification Service

(=]

Amazon SNS @ Mew Feature
Amazon SNS now supports High Throughput FIFO topics. Learn more [2
PELLLETG

Topics (@ Topic ApiUsageAlert created successfully. Publish message x

Subscriptions ‘You can create subscriptions and send messages to them
from this topic.
Maobile
Push natifications ApiUSEIgeAlert : di : : Delete :) (: Publish message :)
Text messaging (SMS)
Details

Name Display name
ApiUsageAlert -

ARN Topic owner
am:aws:snseu-north- 396371355130

1:396371355130:ApiUsageAlert

Type
Standard

Subscriptions Access policy Data protection policy Delive >

Subscriptions (0)

a e
[ CloudShell  Feedback Privacy  Terms  Cookie preferences

25, Amazon Web Services, Inc. or
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é\_'_VF% 3] pas @ 1] Europe (Stockholm) ¥ Aristide

8| Simple Notification Service

) New reature
Amazon SNS now supports High Throughput FIFO topics. Learn more [2

Create subscription

Details
ARN
Q, am:aws:sns:eu-north-1:396371355130:ApiUsageAlert
Protocol
Thi
Email
Endpoint
il ad hat cz

katar711@school.lu

Redrive policy (dead-letter queue) - optional i

ur rable m d-let 1

E CloudShell Feedback Privacy Terms Cookie preferences

025, Amazon Web Services, Inc. or its affiliates.
aws Europe (Stockholm) w Aristide ¥
8 simple Notification Service

e NS

Amazon SNS (@ New Feature

Amazon SNS now supports High Throughput FIFO topics. Learn more [2
Dashboard

Topics (@ Subscription to ApiUsageAlert created successfully.

Subscriptions The ARN of the subscriptios arniaws:snsieu-north-
1:396371355130:ApilsageAlert:7¢91c5b9-a0dc-4702-8077-6d927 1d8cb7d.
¥ Mobile

Push notifications Subscription: 7¢91c¢5b9-a0dc-4702-8077-6d9271d8cb7d

Text messaging (SMS)

Details

Status
@ Pendin
:396371355130:ApiUsageAlert:7c91c5b9-
a0dc-4702-8077-6d9271d8cb7d Protocol

EMAIL
Endpoint

katar711@school.lu

Subscription Principal
am:aws:iam::396371355130:root

Subscription filter policy Redrive policy (dead-letter queue)

Subscription filter policy i~
This y filt: the g

No filter policy configured for this subscription.
(3 CloudShell  Feedback Privacy Terms  Cookie preferences

Amazon Web Services, Inc. or its affiliates.
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im) w Aristide v

Bucket metrics

Storage metrics

Request metrics
The metrics
Filters

You don't have any

equest metri

¥ Storage Lens

Cookic preferences

Aristide ¥

Filter name

t, or a combination of all three

This filter
Filter type

refix

shell  Feedback €. . Privacy Terms  Cookie preferenc
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tockholm) ¥ Aristide ¥
& cloudwarch [ 53

etric and cand Specify metric and conditions

Metric

Graph

Select metric

Untitled graph £ d 3d w  Custom [ | UTCtimezone ¥ Line

atch graph is empty

08:00 08:15 19 10:00

Multi source query Graphed metrics Options Source

Metrics (11) Alarm recommendations

tockholm w

Storage Metrics

Cancel
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& cloudwarch [ 53

Conditions
Threshold type

etection

Whenever NumberOfObjects is...

fine the alarr i

er/Equal

» Additional configuration

& cloudwarch [ s3

Metric

Graph

Namespace
A

Count
16 :
Metric name

Number(

BucketName

aristide-free-tier-bucket

StorageType

rageTypes

Statistic

Q
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aW§, EEE Q @ O @ @ Europe (Stockholm) v Aristide v

@8 Simple Notification Service & CloudWatch & S3

= CloudWatch ES Create alarm

Step 1

Specify metric and conditions Add alarm details

Step 2
Configure actions Name and description

Step 3 Alarm name

Add alarm details StorageAlarm

Step 4
Preview and create Alarm description - optional View formatting guidelines

Edit Preview

# This is an H1

**double asterisks will produce strong character**
This is [an example](https://example.com/) inline
link.

Up to 1024 characters (0/1024)

(@ Markdown formatting is only applied when
viewing your alarm in the console. The
description will remain in plain text in the
alarm notifications.

Cancel (  Previous )m

[Z] CloudShell Feedback Privacy Terms Cookie preferences

© 2025, Amazon Web Services, Inc. or its affiliates.
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Specify metric and conditions

Step2
Configure actions

Step3
@ Add alarm details

Stepa
(@) Preview and create
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Preview and create
Step 1: Specify metric and conditions

Metric

Graph

This alarm will trigger when the blue line goes above the red line for 1 datapoints w

Namespace
AWS/S3

Metric name
NumberOfObjects

BucketName
aristide-free-tier-bucket

StorageType
AllStorageTypes

06/15 06/16 06/17 06/18 06/19 Statistic
Number0fObjects Average

Period
1 day

Conditions

Threshold type
Static

Whenever NumberOfObjects is
Greater (>)

than...

16000

» Additional configuration

Step 2: Configure actions

Actions

Notification
When In alarm, send a notification to "ApiUsageAlert”

Step 3: Add alarm details

Alarm details

Name
StorageAlarm

Description

@ simple Notification Service [ Clovdwatch [ 53

CloudWatch
Favorites and recents

Dashboards
» Al Operations
¥ Alarms /
Inalarm
All alarms
» Logs
¥ Metrics
All metrics
Explorer

Streams

» Application Signals
(APM)

» Network Monitoring

» Insights

Settings
Telemetry config hew

Getting Started

[E) Cloudshell  Feedback

Katar711

@ Successfully created alarm StorageAlarm.

Alarms (1) Hide Auto Scaling alarms

Q sear Alarm state: Any Alarm type: Any

Name | Laststate update (UTC) % | Conditions

2025-06-22 10:13:58
within 1 day

Figure 27: CloudWatch showingthe creation of an alarm.

Azure Monito

Multi-Cloud File Storage System

HumberOfObjects > 16000 for 1 datapeints

bts >>

cloud computing

B Q& @ @ uope(Sochom) v  Arstide v

s: Any

Actions

Privacy  Terms  Cookie preferences
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» In Azure Portal: Storage Account > Alerts > Create alert rule: Total
Transactions > 16,000, email notification.

SRSl I 2 Conler

Home > Storage accounts > aristidestorage2025

Storage accounts « §p aristidestorage2025 | Alerts =

Default Directory

Starage account

I P— [ search ] [GH View as timeline (preview) |+ Create | (D) mlertrules Bl Action groups B Alert processing rules |
& Blob inventory &
(D You are viewing 3 new version of frowse B Static website
P me f ¢ e missing,

Click here to secess the oid experience.

Lifecycle management

3 Azure Al Search

<

[] namer Settings

[[] | = anstidestorage2025 & Configuration

Data Lake Gen2 upgrade

) Resource sharing (CORS)

Advisor
recommendations

Il Endpoints
- Set up alert rules on this resource
Q Locks
~ Manitaring Get notified when important monitoring events happen on your resource

@ Insights te alert ruk

i Metrics

il Workbooks

B Diagnostic settings

WP Logs
4 a— > > Monitoring (classic)
Showing 1-1of 1. Display | auta v
count: > Automation
> Help

Al o remove favorites by pressing CerLeshiferF

Microsoft Azure

£ Search resources, services, and docs (G+/)

Home >

Create an alert rule

e
-

Scope  Condition  Actions  Details  Tags  Review + create

Configure when the alert rule should trigger by selecting a signal and defining its logic.

Signal name: *0 Transactions. v

See all signals
Alert logic N
Preview $0.10 USD/manth
@ e have set the condition configuration sutemstically based en popular settings for this metrie. Plesse review and make changes 35
needed. ‘Whenever the total Transactions is greater than 16000
@ r—— - 5

Threshold type © @® static (O Dynamic Preview time range : Over the last 6 hours Tine series : Aggregate

Aggregation type @ Total ~ o

Value is © Greater than ~

unit © Count ~ .

&
Threshald * © [ 16000 v
ax
Split by dimensions 'L
Use dimensions to monitor specific time series and provide context to the fired alert. About monitoring multiple time 05 o8 07 oe 09 L] WICH02:00
series
Dimension name Operator Dimension values Include all future values I Tranzactions (Sum). aristidestarage2025 16
Select dimension v = v ]
§ -

IR (e ] [ ]
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SIS I D ot

Home Select action groups x
Create an alert rule

a
Select up to five action groups to attach ta this rule.
- . ; . { Create action group
Scope  Condition  Actions  Details  Tags  Review + create
An action group s a set of actions that can be applied 1o an alert rule, Lear more [ o
zure subscription ~
Select actions (O Use quick actions (preview) [P search
Select one or more of the quick actions. -
(®) Use action groups Action group name T4 Resource group T4 Contains actions Location 7.
Add an existing action group or create a new one. Norasults to display
() None
Action groups . . "
group: Action group name Contains actions
No action group selected yet
Select action groups
v

rosoft Azure pgr 2 Search resources, services, and docs (G+/)

Home > Create an alert rule »

Create action group X

Basics Notifications ~ Actions  Tags  Review + create

This is a summary of your action group. Please review to ensure the information is correct and consider Azure Monitoring Pricing and the Azure Privacy

Statement

Basics

Subscription Azure subscription 1
Resource group StorageDemaRG
Region global

Action group name MNewActionGroupAlert
Display name Testhlert

Notifications
Natification type Mame Selected

Email/SMS message/Push/Voice Aristide Email

Actions

None

Tags

None

Figure 28: Azure Portal showing the creation alert rule.

o GCP Cloud Monitoring:
= In GCP Console: Monitoring > Alerting > Create policy:
storage.googleapis.com/api/request_count > 80% quota, email
notification.
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= Google Cloud & My First Project H alert X O\SEHYE"‘I + @ @ i o * ﬁﬁ'ﬁ:ﬁa. © x
p  Observabiity o Alerting # Edit notification channels ® Learn Recommended for you
Monitoring
2]
(2l  Overview

@  Monitoring now supports both user-scoped and device-scoped Cloud Console Mobile noti

ion channels
E) Dashboards

[ [ - e NIOMIFY yOU When your
Maniage channels Learn more (2 ‘ l Dismiss ‘ application fails or when the performance
@i Application monitering E E : : of your application doesn't meet defined
criteria
Explore ~

Summary
ile  Metrics explorer 0 Quickstart

Incidents firing Incidents acknowledged Alert policies Tutorlal
= Logs explorer

0 0 0 Get nalified if an application doesn't
=u  Log analytics respond to requests.

Viewsl
= Trace explorer B Use cases for Monitoring

Detect ~ Help document

Incidents Show closed incidents Explore use cases, best practices, and
Alerting industry solutions.

State  Severity  Policyname Incidentsummary  Opened
@  Error reporting

No rows to display

All Monitoring documentation &

B Uptime checks
- seeallincidents

oo  Synthetic monitoring

o9 SLOs

Snoozes Create snooze @ show past snoozes
Configure ~

State  Name Starttime  Endtime
< Integrations

No rows to display
B Log-based metrics

— - seeall snoozes
Observabllity Scopes
My First Project

B  Release Notes

Create policy

o Display name Type @ Last modified on 4 Labels Enabled

N rrus o disnlay

= Google Cloud 2% My First Project I [ alert X ‘ Q_search ‘ + T = @ @ i o
< Create alerting policy + Add alert condition @ View Code
l
ALERT CONDITIONS Select a metric 002
[ i GCS Bucket - Request count ~ l I
) GCS Bucket - I 018
Request count
Add filters Optional 001
® Configure trigger
Selections made on the chart do not affect the alert policy Learn more (2
ALERT DETAILS 0008is
Add a filter
® Notifications and name
s T Y e . |
® Review alert
Transform data = Filter Enter property name or value m
Within each time series [m] method T Value
Rolling window * 0O e ListObjects 0017 /s
P min ~] O =  WriteObject 0.017 /s
Adjust the length of time a signal is calculated for. Example: Mean of CPU utilization for 5
minutes is above 80%
Rolling window function *
{ rate
Function applied 1o the rolling window
. . Estimated monthly cost [eLiitplvly
Across time series 4 Y
$6:18 $0.00
mmm Pricing will be introduced in 2026. Estimates do not
account for discounts, eredits, and the free tier. Learn
more 2
‘v Show cost breakdown
Uploads and My First Project operations
1 file successfully uploaded
@ Dockerfile Complete
.

Katar711 Multi-Cloud File Storage System Page 56 of 74



Lycée Guillaume Kroll

PROMA & TBUCO Talent Exhibition Project

bts >>

cloud computing

Google Cloud

2% My First Project I [ alert

)(‘O\Seaar:h‘*ﬁm@@ H

< Create alerting policy

ALERT CONDITIONS

GCS Bucket -
Request count

® Configure trigger

ALERT DETAILS
® Notifications and name

® Review alert

+ Add alert condition

View Code

Conﬁgure alert trigger « 1hour é6hours l1day 7days 30days Custom ¥
Condition Types
(@ Threshold GCS Bucket - Request count @ :
Condition triggers if a time series rises above or falls felow a value for a specific duration
window 0.12s
() Metric absence m
Condition triggers if any time series in the metric has no data for a specific duration
window o08s
O Forecast w ) .
Condition triggers if any timeseries in the metric is projected to cross the threshold in the
near future.
0.04is
0.02is
Alert trigger Threshold position
{Any time series violates v | Above threshold - utce2 1020AM  1030AM  10:40AM  10:50AM  11:00AM
Threshold value = Filter Enter property name or value ®@ m be
0.1 /s
O method 1+ Value
Advanced Options v O = ListObjects 0017 /s
O = WriteObject 0.017 /s
Condition name *
{ GCS Bucket - Request count

Esti

imated monthly cost [eSuTt L -1

$6-16 $0.00

Pricing will be in G
A rst Project operations
—— pesm
. 9
= Google Cloud 2 My First Project I [ alert X ‘ Q search ‘ + ﬁ &= @ @ H o
4 Create alerting policy + Add alert condition View Code
ALERT CONDITIONS . e . . .
Configure notifications and finalize alert
GCS Bucket - . P
(] ~ Configure notifications recommended
Request count
n Use notification channel
@& Configure trigger Channels
{ AristideEmailNortification - ‘
ALERT DETAILS
* Notifications and name I [ Notification subject line ‘
® Review alert
o We recommend that you create multiple notification channels for
redundancy purposes. Google has no control of many of the delivery
systems after we have passed the notification to that system.
Additionally, a single Google service supports Cloud Console Mabile
App, PagerDuty, Webhooks, and Slack. If you use one of these
notification channels, then use email, SMS, or Pub/Sub as the
redundant channel.
on incident closure
Incident autociose duration
( 7 days -
Mdaia e ahcant calact 2 diarion aliar which locidan uil G oo
Application labels
Linking alert policies to App Hub will enable alert policies, and alerts, 10 be
splayed within App Hub pages, and will help link alerts back to the application,
- b e Uploads and My First Project operations
— poo

Katar711
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Google Cloud 2% My First Project | ‘ alert X ‘O\SEarch ‘ + T = @ @ i 0

¢ Create alerting policy + Add alert condition @ View Code

ALERT CONDITIONS

GCS Bucket - Request count Policy Details
GCS Bucket -
Q Request count ~ Conditiontype  Triggers when Threshold position ~ Thresholdvalue  Retest window Alert Name
q Threshold Any time series cross threshold ~ Above threshold 0.1 Mo retest GCS-Storage-Usage-Alert
Q Configure trigger Severity
[} g No severity
ALERT DETAILS
@ Notifications and name o
Notification channels
®  Review alert I Notify on incident open and closure.
- Incidents with absent data will auto close
after 7 days.
‘Channel type Channel name
\ Email AristideEmailNotificatio
0
uTcH2 1030 AM 10:40AM 10:50 AM 11:00 AM 11:10AM
= Filter Enter property name or value m b .
Documentation
O method 1 Value
a e ListObjects 0
g = WriteObject 0

Uploads and My First Project operations v

@ Dockerfile Complete
Figure 29: GCP Console showing monitoring policy.

Troubleshooting

o Alerts not triggering: Verify thresholds, email subscriptions.
o Lifecycle issues: Check rule application in consoles.
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11. Testing File Operations and Demo Scenarios (6
hours, June 15, 2025)

Objective: Vvalidate file operations, mock scenarios, and alerts.

Steps
27. Test File Operations:

Upload 10MB file to AWS S3, Azure Blob, GCP Cloud Storage via frontend.
Download file using provider-generated links (e.g., S3 pre-signed URL).
Share file link via API.

Test mock endpoints (/demo/block, /demo/file) via Storagelnfo.js.

o O O O

Block Storage (Mock):

AWS EBS: 10GB attached to EC2

Azure Managed Disk: 10GB attached to VM
GCP Persistent Disk: 10GB attached to VM

File Storage (Mock):

AWS EFS: Shared folder available
Azure Files: Shared folder available
GCP Filestore: Shared folder available

Drag & drop files here or click to select

Choose provider:

AWS S3

& BATCH UPLOAD

DOWNLOAD SAMPLE FILE DEMO SCENARIOS

Figure 30: Browser showing upload/download and mock scenario outputs.

28. Test Load Balancing and Alerts:

o Send multiple upload requests, verify Nginx routing.
o Simulate high request counts to trigger alerts (e.g., 16,000 requests).
o Confirm email notifications.
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Troubleshooting

o Upload failures: Check docker logs flask-backend for errors.
e Alerts not received: Verify console configurations.
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12. Performance Optimization

Objective: Implement caching and batch API calls.

Steps

29. Local Caching with Redis:

@)
@)

Name

Install Redis dependency (already in requirements.txt).
Ensure Redis is included in docker-compose.yml.

Container ID Port(s) CPU (%) Actions

ic_varahamihira abel61cf4 8501:8501

stupefied_johnson

multi-cloud-storage

nginx

0077008908db

react-frontend bf99711e1df1

flask-backend 2e45ebad0195

redis-1

06970437521

Figure 31: Docker desktop showing Redis container running.

30. Batch API Calls:

Katar711

Update app.py:
@app.route('/upload/batch', methods=['POST']) # Define batch
upload endpoint

def upload batch(): # Batch upload handler

if 'files' not in request.files: # Check if files are
included

return 'No files provided', 400 # Return error if no

files

files = request.files.getlist('files') # Get list of
uploaded files

responses = [] # Initialize response list

for file in files: # Iterate through files
file path = f'temp/{file.filename}' # Define temporary
file path
cache key = f'upload s3 {file.filename}' # Create
cache key for file
if get cached(cache key): # Check if file is already
uploaded
responses.append (f'File {file.filename} already
uploaded') # Add cached response
continue # Skip to next file
file.save(file path) # Save file to temporary path
upload to s3(file path, 'my-free-tier-bucket',
file.filename) # Upload to S3
set cached(cache key, 'Uploaded') # Cache upload
status
responses.append (f'Uploaded {file.filename} to S3') #
Add success response
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return {'results': responses}, 200 # Return all responses

o Update FileUpload.js:

o 1import React, { useState } from 'react'; // Import React and
useState hook

o 1mport axios from 'axios'; // Import axios for API calls

o function FileUpload() { // Define FileUpload component

o const [files, setFiles] = useState([]); // State for
selected files

o const [provider, setProvider] = useState('s3'); // State for
selected cloud provider

o const [status, setStatus] = useState(''); // State for
upload status message

o const handleFileChange = (e) => { // Handle file input
change

o setFiles (e.target.files); // Update files state

o }i

e} const handleUpload = async () => { // Handle file upload

o if (files.length === 0) { // Check if files are selected

o setStatus ('No files selected'); // Set error status

[¢) return;

o }

o setStatus ('Uploading...'); // Set uploading status

o try { // Handle API call

o const formData = new FormData(); // Create FormData for

file upload

o for (let 1 = 0; 1 < files.length; i++) { // Loop through
files

o formData.append('files', files[i]); // Append each
file

© }

o const endpoint = files.length > 1 ? '/api/upload/batch'
*/api/upload/${provider} ; // Choose endpoint

o const response = await axios.post (endpoint, formData);
// Send POST request

e} setStatus(files.length > 1 ?
response.data.results.join(', ') : response.data); // Set
status

o } catch (error) { // Handle errors

o setStatus ('Upload failed: ${error.message}’); // Set
error status

© }

o }i

o return ( // Render JSX

o <div className="m-4 bg-white p-4 rounded shadow"> //
Container with styling

o) <h2 className="text-x1 font-semibold text-gray-800">File
Upload</h2> // Section title

o <select

o value={provider} // Bind provider state

o) onChange={ (e) => setProvider (e.target.value)} //
Update provider state

o className="mb-2 border rounded p-2" // Styling for
dropdown

o >

o <option value="s3">AWS S3</option> // AWS option

o <option value="azure">Azure Blob</option> // Azure

option
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<option value="gcp">GCP Cloud Storage</option> // GCP
option
</select>
<input

type="file" // File input
multiple // Allow multiple file selection
onChange={handleFileChange} // Bind file change
handler
className="mb-2 border rounded p-2" // Styling for
input
/>
<button
onClick={handleUpload} // Bind upload handler
className="bg-blue-500 text-white p-2 rounded hover:bg-
blue-600" // Styling for button
>
Upload Files // Button text
</button>
<p className="mt-2 text-gray-700">{status}</p> //
Display status message
</div>
)
}
export default FileUpload; // Export FileUpload component

Troubleshooting

o Redis failures: Verify Redis container (docker ps).
o Batch upload issues: Test with small files, check backend logs (docker logs flask-
backend).

Katar711
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13. Documentation and Presentation (9 hours, June 17,

2025)

Objective: Create comprehensive documentation and presentation materials.

Steps

31. User Guide and Technical Docs:

Katar711

O O O O

(@)

O O O O O

O O O O

O

Create docs/user-guide.md:

# User Guide

## Installation

1. Clone repository: “git clone
https://github.com/yourusername/Multi-Cloud-Storage.git™ #
Clone project

2. Set environment variables in “backend/.env':

AWS ACCESS KEY ID, AWS SECRET ACCESS KEY,

AZURE STORAGE CONNECTION STRING,

GOOGLE APPLICATION CREDENTIALS. # Configure credentials

3. Place GCP key in “backend/key.json . # Add GCP service
account key

4. Run: “docker-compose up --build® # Build and start services
## Usage

- Access frontend: http://localhost:8080 # Open web interface
- Upload files to AWS, Azure, GCP. # Use file upload component

- View dashboard, storage info, and provider comparison. #
Explore UI components
- Run mock block/file storage scenarios. # Test demo endpoints

Create docs/technical-docs.md:

# Technical Documentation

## Architecture

- **Frontend**: React with Tailwind CSS # Responsive UI
framework

- **Backend**: Flask with AWS S3, Azure Blob, GCP Cloud Storage
APIs # API server

- **Containers**: Docker with Nginx, Redis # Containerized
services

## APIs

- “/upload/s3', “/upload/azure', "/upload/gcp': File uploads #
Upload endpoints

- "/upload/batch’: Batch upload # Batch upload endpoint

- ‘/demo/block”, ‘/demo/file': Mock scenarios # Demo endpoints
- '/dashboard': Usage, savings, alerts, energy # Dashboard
data

- “/provider/comparison’: Provider comparison data #
Comparison data
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Clone the repository:

bash
git clone https github.com/Aris-Kata26/Multi-Cloud-Storage
cd Multi-Cloud-Storage

Build the React frontend:
bash

cd sto e-app

npm install

npm run build

cd ..

Copy or update your environment variables in kend/ .er 2 5 xample
Start all services with Docker Compose:

bash
docker-compose up --build -d

Make sure Docker Desktop is running before starting the containers.

Open [ht local ](http://localhost:8080) in your browser to use the app.

You can run the React dev server for hot reload:

bash
cd storage-app
npm start

Material-Ul

Blob, and P

unning!™ for h

nd

Figure 32: VS Code showing user-guide.md and technical-docs.md

r e re

32. Business Case Study:

Create docs/business-case.md:
# Business Case Study

O O O O

- Using Azure Archive ($0.0018/GB) for 80%
low-cost archival

Katar711 Multi-Cloud File Storage System

et PROMA & TBUCO Talent Exhibition Project

if available).

ching), and

of data.

bts >>

cloud computing

A 10TB business saves $500/month by: # Business cost savings

# Leverage
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o - Leveraging GCP’s no-egress-fee policy. # Reduce data
transfer costs
o0 - Setting budget alerts at $800 for $1,000/month budget.

Monitor spending

#

Energy reduction: 20-30% via archival tiers, supporting ESG

compliance. # Sustainability benefits

g 1@TB of data achieve gnifi t savings, o tional fl bility, and sustainability
improvements by adopting a multi-cloud storage strategy using AWS S3, Azure Blc and Google Cloud Storage.

By moving 8@ i / ed data (8TB) to Azure Archive ($0.0018/GB), monthly storage c s drop
from $184 (S3 Standard at $0.823/GB) to $14.40. The remaining 2TB stays on AWS S3 for high availability and
performance.

GCP’s no-egre fee policy for data transfers allows the business to move and access data across clouds
without incu ditional cos 3 rting hybrid and multi oud workflows

proactive st management and

Using archival and cold storage tiers reduces energy consumption by 2@-3@%, supporting ESG goals. Estimated
carbon footprint reduction is @.85 kWh per operation

Multi-cloud storage ures data redundancy and business continuity. If one provider experiences downtime,
data remains accessible via other clouds.

Avoids vendor lock-in by distributing data and workloads across AWS, Azure, and GCP, allowing the business to

negotiate better rates and adapt to changing requirements.

The solution uses a React frontend and Flask backend, containerized with Docker. Nginx serves the frontend,

and Redis pro les caching for performance.

Unified upload and batch endpoints allow seamless file transfers to any provider.

Dashboard displa , savings, and energy metrics. Budget alerts and usage thresholds are integrated.

Figure 33: VS code showing business case
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Lyrés Cuiauma Krell

14. Technical Architecture
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Figure 34: Technical Architecture showing the overview of the project
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15. Key Artifacts
Flask Backend (backend/app.py)

from flask import Flask, request # Import Flask for web server and request
handling

from flask cors import CORS # Import CORS for cross-origin requests

from file upload import upload to s3, upload to azure, upload to gcp #
Import upload functions

from energy estimator import estimate energy # Import energy estimation
function

import redis # Import Redis for caching

app = Flask( name ) # Initialize Flask app
CORS (app) # Enable CORS for frontend communication
cache = redis.Redis (host='redis', port=6379) # Initialize Redis client
def get cached(key): # Function to get cached data
return cache.get (key) # Retrieve value from Redis
def set cached(key, value, ttl=300): # Function to set cached data
cache.setex (key, ttl, value) # Store value with TTL
@app.route('/') # Define root endpoint
def home(): # Home route handler
return 'Backend is running!' # Return status message
@app.route ('/upload/s3', methods=['POST']) # Define S3 upload endpoint
def upload s3(): # S3 upload handler
if 'file' not in request.files: # Check if file is included
return 'No file provided', 400 # Return error if no file
file = request.files['file'] # Get uploaded file
file path = f'temp/{file.filename}' # Define temporary file path
cache key = f'upload s3 {file.filename}' # Create cache key
if get cached(cache key): # Check if file is already uploaded

return 'File already uploaded', 200 # Return cached response
file.save (file path) # Save file to temporary path
upload to s3(file path, 'my-free-tier-bucket', file.filename) # Upload
to S3
set cached(cache key, 'Uploaded') # Cache upload status
energy = estimate energy(file.content length / (1024 * 1024)) #
Calculate energy usage
return f'File uploaded to S3: {file.filename}, Energy: {energy:.4f}
kWwh', 200 # Return success
@app.route('/upload/azure', methods=['POST']) # Define Azure upload
endpoint
def upload azure(): # Azure upload handler
if 'file' not in request.files: # Check if file is included
return 'No file provided', 400 # Return error if no file
file = request.files['file'] # Get uploaded file
file path = f'temp/{file.filename}' # Define temporary file path
cache key = f'upload azure {file.filename}' # Create cache key
if get cached(cache key): # Check if file is already uploaded
return 'File already uploaded', 200 # Return cached response
file.save(file path) # Save file to temporary path

upload to azure(file path, 'my-free-tier-container', file.filename) #
Upload to Azure

set cached(cache key, 'Uploaded') # Cache upload status

energy = estimate energy(file.content length / (1024 * 1024)) #

Calculate energy usage

return f'File uploaded to Azure: {file.filename}, Energy: {energy:.4f}
kWwh', 200 # Return success
@app.route ('/upload/gcp', methods=['POST']) # Define GCP upload endpoint
def upload gcp(): # GCP upload handler
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if 'file' not in request.files: # Check if file is included
return 'No file provided', 400 # Return error if no file
file = request.files['file'] # Get uploaded file
file path = f'temp/{file.filename}' # Define temporary file path
cache key = f'upload gcp {file.filename}' # Create cache key
if get cached(cache key): # Check if file is already uploaded
return 'File already uploaded', 200 # Return cached response
file.save(file path) # Save file to temporary path
upload to gcp(file path, 'my-free-tier-bucket', file.filename) #
Upload to GCP
set cached(cache key, 'Uploaded') # Cache upload status
energy = estimate energy(file.content length / (1024 * 1024)) #
Calculate energy usage
return f'File uploaded to GCP: {file.filename}, Energy: {energy:.4f}
kWwh', 200 # Return success
@app.route ('/upload/batch', methods=['POST']) # Define batch upload
endpoint
def upload batch(): # Batch upload handler
if 'files' not in request.files: # Check if files are included
return 'No files provided', 400 # Return error if no files
files = request.files.getlist('files') # Get list of uploaded files
responses = [] # Initialize response list
for file in files: # Iterate through files
file path = f'temp/{file.filename}' # Define temporary file path
cache key = f'upload s3 {file.filename}' # Create cache key
if get cached(cache key): # Check if file is already uploaded
responses.append (f'File {file.filename} already uploaded') #
Add cached response
continue # Skip to next file
file.save(file path) # Save file to temporary path
upload to s3(file path, 'my-free-tier-bucket',6 file.filename) #
Upload to S3
set cached(cache key, 'Uploaded') # Cache upload status
responses.append (f'Uploaded {file.filename} to S3'") # Add success
response
return {'results': responses}, 200 # Return all responses
@app.route('/demo/block', methods=['GET']) # Define block storage demo
endpoint
def demo block(): # Block storage demo handler
return { # Return mock block storage data
'aws': 'EBS: 10GB volume attached for VM',
'azure': 'Managed Disk: 10GB for VM',
'gcp': 'Persistent Disk: 10GB for VM'
}, 200
@app.route('/demo/file', methods=['GET']) # Define file storage demo
endpoint

def demo file(): # File storage demo handler
return { # Return mock file storage data
'aws': 'EFS: Shared folder created',
'azure': '"Azure Files: Shared folder created’,
'gep': 'Filestore: Shared folder created'
}, 200
@app.route ('/dashboard', methods=['GET']) # Define dashboard data endpoint
def dashboard data() : # Dashboard data handler

return { # Return mock dashboard data
'usage': {'s3': 100, 'azure': 150, 'gcp': 200},

'savings': 500,
'alerts': ['AWS S3: 80% API limit reached'],
'energy': 0.05

}, 200
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Qapp.route ('/provider/comparison', methods=['GET']) # Define provider
comparison endpoint
def comparison data(): # Provider comparison handler
return [ # Return mock comparison data
{'name': 'AWS S3', 'cost': '$0.023/GB', 'freeTier': '5GB',

16. Video of the project overview

Here is the Link : https://youtu.be/oAanMit_ICE

17. Project Management

Agents 41 Share % Al

Tl Add Task ~

@® IN PROGRESS © COMPLETE

Task 1: Set Up Development
Environment

Task 2: Sign Up for Free-Tier Cloud
Accounts

Task 3: Develop Web App
Frontend

Task 4:Integrate Cloud Storage
APls

Task 5:Dockerize the Application

Task 6: Implement Basic Multi-
Cloud Simulation

Figure 35: Simple screenshot of the project management tool | used.
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18. Conclusion

This project has been a transformative journey for me, as a cloud computing student at Lycée
Guillaume Kroll. Developing a multi-cloud storage system using AWS, Azure, and GCP
allowed me to dive deep into the intricacies of cloud storage systems—object, block, and
file—and their practical applications for businesses. By leveraging free-tier services, I built a
zero-budget prototype that not only demonstrates technical proficiency but also addresses
real-world business needs like cost optimization and sustainability. The integration of
lifecycle policies, energy estimation (0.01 kWh/GB), and API usage alerts showcases my
ability to design solutions that balance performance, cost, and environmental impact.

The talent exhibition provided a platform to highlight my skills as a cloud storage specialist,
comparing providers' pricing, features, and use cases while ensuring cost control through
alerts. Overcoming challenges like Docker configuration and API authentication deepened
my understanding of cloud infrastructure and containerization. This project reflects my
passion for creating scalable, sustainable solutions and my commitment to advancing cloud
technology for business efficiency and ESG compliance. I’'m excited to continue exploring
innovative ways to optimize cloud storage for a sustainable future.

19. Learning Resources

React and Tailwind CSS:

o React Official Tutorial

o Tailwind CSS Documentation
Flask and Cloud APIs:

o Flask Official Documentation

o AWS S3 Python SDK

o Azure Blob Storage Python SDK

o GCP Cloud Storage Python SDK
Docker and Nginx:

o Docker Get Started

o Nginx Load Balancing Guide
Sustainability:

o AWS Customer Carbon Footprint Tool

o Azure Emissions Impact Dashboard

o GCP Carbon Footprint

Contact: Aristide Katagaruka (aristide.katagaruka@example.

19.Resource Links for Multi-Cloud Storage System
Project

The following links provide access to tutorials, documentation, and guides used in the
development of the Multi-Cloud Storage System project. These resources are ideal for
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learning about React, Flask, cloud storage APIs, Docker, Nginx, and sustainability tools for
AWS, Azure, and GCP.

¢ React Official Tutorial
https://react.dev/learn
Description: Official React tutorial for building dynamic user interfaces, used for the
frontend development of the storage system.

e Tailwind CSS Documentation
https://tailwindcss.com/docs/installation
Description: Guide for setting up and using Tailwind CSS, applied for styling the
React frontend.

o Flask Official Documentation
https://flask.palletsprojects.com/en/stable/

Description: Official documentation for Flask, used for building the Python-based
backend.

e AWS S3 Python SDK
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/s3.html
Description: Guide for using the AWS S3 Python SDK (boto3) for file upload and
management.

e Azure Blob Storage Python SDK
https://learn.microsoft.com/en-us/azure/storage/blobs/storage-quickstart-blobs-python
Description: Tutorial for integrating Azure Blob Storage with Python, used for blob
storage operations.

¢ GCP Cloud Storage Python SDK
https://cloud.google.com/storage/docs/reference/libraries
Description: Documentation for the GCP Cloud Storage Python SDK, used for bucket
and file operations.

o Docker Get Started
https://docs.docker.com/get-started/

Description: Docker tutorial for containerizing the Flask backend and React frontend.

e Nginx Load Balancing Guide
https://docs.nginx.com/nginx/admin-guide/load-balancer/http-load-balancer/
Description: Guide for configuring Nginx as a load balancer, used for multi-cloud
simulation.

e AWS Customer Carbon Footprint Tool
https://aws.amazon.com/sustainability/customer-carbon-footprint-tool/

Description: Tool for estimating AWS-related carbon footprint, referenced for
sustainability metrics.

e Azure Emissions Impact Dashboard
https://learn.microsoft.com/en-us/industry/sustainability/emissions-impact-dashboard
Description: Dashboard for tracking Azure’s environmental impact, used for energy
estimation.

e GCP Carbon Footprint
https://cloud.google.com/sustainability/carbon-footprint
Description: Tool for measuring GCP’s carbon footprint, supporting ESG compliance.
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