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1.1 have conducted the project ethically and
and academic conduct.

2.Al'l external references, sources, and cont
acknowledged in the report.

3. The report has not been plagiarized, and n.
previously for any other assignment, certi:-

Further more, I acknowledge that failure to c

result in disqualification of thisPROKBAect a

and TRWQO s e.
Signatures of Team Member s:

A Aristide KATAW%%‘%? KA

Dat2007/2 025
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This project implements a multioud file storage system leveraging fiteer services from
Amazon Web Services (AWS), Microsoft Azure, and Google Cloud Platform (GCP). The
system is designed to demonstrate cost optimization and sustainability for besivwbde
serving as a zerbudget prototype for a talent exhibition. It includes a Rbastd frontend,

a Flask backend, Dockerized environments, and Nginx for load balancing, with features like
file uploads, sustainability metrics, and APl usage alerts.

“ W[ Beqel 13

1 File Operations. Upload/download files across AWS S3, Azure Blob Storage, and
GCP Cloud Storage.

1 Batch Upload Support for uploading multiple files simultaneously.

1 Demo ScenariosMock object (backup), block (VM storage), and file (sharing)
storage use cases.

1 Dashboard Displays storage usage, simulated cost savings, API limit alerts, and
carbon footprint.

1 Provider Comparison: Table comparing pricing, fre@er limits, and egress fees.

T Storage Infa Technical details and use cases for object, block, and file storage.

1 Sustainability: Energy estimation (0.01 kWh/GB), lifecycle policies (Glacier,
Archive, Coldline).

1 Alerts: Notifications for API usage limits (80% of freeer thresholds).

1 Deployment Containerized with Docker, orchestrated with Docker Compose, load
balanced with Nginx.

ucaqcécl TNN ~2 PRy 2 T W[ RGWWEqY! ¢ NIJAE /TR & Imd
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Multi - Cloud - Storage/

b

Dbb backend/

b Dbb app.py # FIl ask
b Dbb file_ _upload. py # Cl oud
b Dbb energy_estimator.py # Energy
b Dbb requirements. txt # Python
b Dbb temp/ # Tempor
b cbb key.json # GCP se
b

Dbb docs/

b Dbb b u-gaseneds s # Business case documentation

b Dbb t e cedoosimd a | # Technical documentation

b Db b - guslend # User guide for setup and usage

b

Dbb st o-ragph e

b Dbb package.json # React
b Dbb Dockerfile # Docker
b Dbb tailwind.config.js # Tai |l wi
b Dbb src/

b b Dbb component s/

b b b Dbb Fil eUpload. j s

b b b Dbb StorageDashboard. j s

alerts

b b b Dbb Storagelnfo.js

types

b b b Dbb Provider Comparison. j s

b b Dbb pages/

b b b cCbb Home. | s

components

b b Dbb services/

b b b cbb api.js

b b Dbb App.j s

b b Dbb index. j s

b b cCbb index. css

b

Dbb d o edommpose.yml # Orchestration for backend, frontend,

Redis, Nginx

Dbb nginx.conf # Ngi nx
Cbb .gitignore # Git
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§ H T 1J reaifiburd dévelopment tools and version control.

EqllGt
Taof Ut qc G GOéRY 2¢cOOEqal RYKO YT IJIOE THOG Yea |l | x

o Download VS Code from code.visualstudio.com.
o Install extensions (Ctrl+Shift+X):
A Python: Linting, debugging, IntelliSense.
A JavaScript (ES6) snippetsReact development.
A Docker: Dockerfile and Docker Compose support.
A GitLens: Git commit history and blame.
o Configure Python interpreter: Ctrl +Shi

Python 3.9+.

85 Extension: Python X

Python

Simple React Snippets
B s Microsoft # micros

% Python language support v

ES7+ React/Redux/React-Nat. Disable  Uninstall |  Switch to Pre-Release Ver:
for React, React-}

DETAILS  FEATURES

rated cc
Installation

Python extension for Visual Studio

Install

8 41

Install
ipt React code s. 9 w45

pets for react Marketplace

React Native Snippet
Re Typescript Reac

Install

Install

VSCode React Refactar

[RNBEAEIED YT WIOE+ qIUt RYUt 10Ge UG H0s RS IORUY qeaa T o0+ qUt R

o Wh wVS Code provides a lightweight, extensible IDE for Python and React.
Yo Ut qcaatoA! qé6YUtoe UT O YT U TH

o Download Python 3.9+ from python.org (e.g., 3.9.13).

ucaqcécl TNN ~2 PRy 2T W[ RGWWEqY! ¢ NIJAE /I &md
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A Windows: Check AAdd Python to PATH.
A macOS/Linux: Use brew install python or sudo apt install python3.
o Download Node.js 16+ (LTS) from nodejs.org.

o Verify:

bash

python --version # Check Python version

node --version # Check Node.js version

npm --version # Check npm version

[ RNDeKIQBO | Rn! RUNO21J1 + RY Ut

A Expected: Python 3.9.x, Node.js v16.X.x, npm 8.X.X.

PS C:\Users\akata\Desktop\Talent_Exhibition_Project_Aristide> python
Python 3.13.5
PS C:\Users\akata\Desktop\Talent Exhibition Project Aristide> node

v22.16.0
PS C:\Users\akata\Desktop\Talent Exhibition_Project_Aristide> npm
190.9.2

[ RNDOA WG RUc GOt 6 Ys RUN21JI + RYUKOYz2 qGe qt
o Why: Python for Flask backend, Node.js for React frontend.

OaE JqOOGIOAIIE Ha oAl YT IIHq x

o Create React app:
O npxcreate -react -app storage -app # Initialize React project
0 cdstorage -app # Navigate to project
directory
o0 npm install tailwindcss postcss autoprefixer axios # Install
dependencies
npx tailwindcss init -p # Initialize Tailwind CSS with
PostCSS

o Update storagapp/tailwind.config.js:

o0 module.exports ={ // Export Tailwind configuration

o] content: ["./src/**/* {js,jsx,ts,tsx}"], // Specify files
for Tailwind to scan

o] theme: { extend: {} }, // Extend Tailwind theme (empty for
now)

o plugins: [], // Add Tailwind plugins (none for now)

I3

o Update storagapp/src/index.css:

0 (@tailwind base; /* Apply Tailwind base styles */

0 @tailwind components; /* Apply Tailwind component styles */
@tailwind utilities; /* Apply Tailwind utility classes */

ucaqcécl TNN ~2 PRy 2 T W[ RGWWEqY! ¢ NIJAE /T &md
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o Add proxy to storag@pp/package.json for backend API calls:

"proxy": "http://localhost:5000" // Proxy API requests to
Flask backend

o Start app:

npm start # Start development server

[l @ localhost3000

Welcome, to Aristide's Storage App

[ RNDHTIHWYos + 1J] Ot 6 Ys RUNIOI WnéatiqtOAe Hatoc GGHOs Rq 6 tON¢ Riis RUT

o Verify at http://localhost:3000
o Why: React for dynamic Ul, Tailwind for responsive styling, axios for API
calls.

XmWOYU3nNel U] Ragce HIDAUDGYt RqYIl ! 1Ox

Create repository muttloud-storage on github.com.

Initialize Git:

git init # Initialize Git repository

git add . # Add all files to staging

git commit - m "Initial commit with React setup” # Commit

changes

git remote add origin <repository - url> # Set remote repository
URL

git push - u origin main # Push to main branch

O o000 O

o

Create .gitignore:

node_modules # Ignore Node.js dependencies
build # Ignore React build output

venv # Ignore Python virtual environment
__pycache__ # Ignore Python bytecode

*.pyc # Ignore Python compiled files

temp # Ignore temporary files

O O0OO0OO0OO0OO0O0o

ucaqcécl TNN ~2 PRy 2 T W[ RGWWEqY! ¢ NIJAE 'yl @md
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o backend/key.json # Ignore GCP service account key
backend/.env # Ignore environment variables

o Set up GitHub Actions in .github/workflows/ci.yml:

o name: Cl # Name of the workflow

o on: # Trigger events

o] push: # Run on push to main branch

o branches: [main]

0 jobs: # Define jobs

o build: # Build job

o] runs - on: ubuntu - latest # Run on Ubuntu latest

0 steps: # Define steps

o - uses: actions/checkout@v3 # Checkout code

(o] - name: Set up Node.js # Step to set up Node.js

(o] uses: actions/setup - node@v3

o] with:

0 node - version: '16' # Use Node.js version 16

o] - name: Install dependencies # Step to install
dependencies

o] run: npm install # Run npm install

o] - name: Build # Step to build React app

0 run: npm run build # Run build script

o] - name: Test # Step to run tests

run: npm test -- if - present # Run tests if available

o Commit and push:

0 gitadd. # Add all changes

0 git commit - m "Add GitHub Actions CI" # Commit Cl workflow
git push # Push to GitHub

/ ciyml (3 View Runs

&'T'ﬁ Aris-Kata26 _I workflow with pull_request trigger and cache path 76605e - 2 weeks ago 7\:\,‘3 History

Code Blame

name: CI
on: [push]
jobs:
build:
runs-on: ubuntu-latest
defaults:
run:
working-directory: ./storage-app
steps:
- uses: actions/checkout@v3
with:
path: storage-app

actions/setup-node@v3

node-version: '16"
cache: "npm’
- run: npm install

- run: npm run build

[ RNJI®épc 2 Aoy HaqRY UL CIOq ¢ AKOt 6 Ys RUNIOH 2 AAIJE t na2 @09 f 1Ol 2 U

o Why: GitHub for version control, Actions for CI/CD.

ucaqcécl TNN ~2 PRy 2 T W[ RGWWEqY! ¢ NIJAE i & md
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T npm start fails: Delete node_modules and packdgek.json, run npm install, then
npmstart. Check port conflicts (Iseif:3000).

T Git errors: Verify repository URL (git remotev), ensure SSH/HTTPS
authentication.

1 Extension issuesRestart VS Code after installing extensions.

PROWO G Yel W #HEY2 UqWEIJage GLlWb = W
§ H T 1J fRegidernd canfigure fraer accounts for AWS, Azure, and GCP.
EqllGt
Wa i EO[ | IJIWIONRIJI HOx
o Go to aws.amazon.com/ free, click ACrea

o Use unique email, provide payment info (no charges within 5GB S3, 20,000
GET requests).

o Select ABasic Plan (Free). o

o In AWS Console:

A 1AM > Users > Add User: storageser, programmatic accelds.

B 8 © @ oeme

Specify user details

ucaqcécl TNN ~2 PRy 2 T W[ RO WWE qY! ¢ N IJAICENIRMLG
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Set permissions
d

Permissions options

» Set permissions boundary - optional

B 4 @

Review and create

User df

Permissions summary

Name [

@ User created successfully

ou can view and download the usar's password and email instructions for signing in to the AWS Management Console.

Retrieve password

Console sign-in details

[ RNDKKEGIJHRN ! 02t 1J1 ORI De qRYUIKI Uqcec Rt & 1 ER

ucaqcécl TNN ~2 PRy 2 T W[ RUGWWEqY! ¢ N IJAICENMNIG



C,( bts >>

AAs~ wWAWN7 O9 § WNE G130 q WE ovdcompeting. Ry (WA |

A Attach AmazonS3FullAccess policy.

Access key best practices & alternatives .
T —— , rove your secur

Access key best practices & alterna
g R P AT E

© Access by crested
T i e rly L U She Sacret st Uy Can B0 virwed Or Gowedoaded. You et (eCower & ey NOwever, you €I Crebte 3w 3CLH Moy any tive

Retrieve access keys

Access key

Access key best practices

[ RNt ¢ qRUNIOE U0 #HIJE + 1Of 210¢ UT OEIJHIT 1Jq HOu 13!

A Save Access Key ID and Secret Access Key in backend/.env:

ucaqcécl TNN ~2 PRy 2 T W[ RO WWEqY! ¢ N IJAICENIIG
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A AWS_ACCESS_KEY_ID=your access - key # AWS access key for
S3
AWS SECRET_ACCESS_KEY=yousecret - key # AWS secret key
for S3

Qp Azl D[ I WIIWONRIJI x

o Visit azure.microsoft.com/free, sign up with Microsoft account.
o Provide payment info for free services (5GB Blob Storage).
o In Azure Portal:
A Create Storage Account : swegdwdaotr ageac
storageo (LRS).
A Go to Access keys, copy connection string to backend/.env:

AZURE_STORAGE_CONNECTION_STRING=ye@pnnection - string #
Azure Blob Storage connection string

= Microsoft Azure P Search resources, services, and docs (G4/) 0 Copiot 0§ @ & ckatapukedSe. §
- o eraulr oiRecToRy W@
Azure services
—-— oo = -
o
+ |=|# # & B @ T -
Storage Quickstart Azure Al Kubemetes Virtual AppSenices  SQLdatabases  Azwre Cosmas  More senvices
resoure accounts Center Foundry senvices machines
Resources

Recent  Favorite

Name Type Last Viewed

No resources have been viewed recently

Navigate
I _ s
Subscriptions (¥  mesource groups a8 Allrsources Bl oastboard
Storage accounts
- o - a

No storage accounts to display

ucaqcécl TNN ~2 PRy 2 T W[ RUGWWEqY! ¢ N IJAICENEMG
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rosoft Azure A2 Search resources, sen

Home > Storage accounts >

Create a storage account -

Basics Advanced MNetworking Data protection Encryption Tags Review + create

Azure Storage is a Microsoft-managed service providing cloud storage that is highly available, secure, durable, scalable, and
redundant. Azure Storage includes Azure Blobs (objects), Azure Data Lake Storage GenZ, Azure Files, Azure Queues, and Azure
Tables. The cost of your storage account depends on the usage and the options you choose below. Learn more about Azure
storage accounts

Project details

Select the subscription in which to create the new storage account. Choose a new or existing resource group to organize and
manage your storage account together with other resources.

Subscription = | Azure subscription 1 ~ |
Resource group * | (Mew) StorageDemoRG ~ |
Create new

Instance details

Storage account name = (O | aristidestorage2025 |

Region = (& | (Europe) France Central ~r |
Deploy to an Azure Extended Zone

Primary service (i} I.‘ Azure Blob Storage or Azure Data Lake Storage Gen 2 I N |
| |

-
Performance * © ommended for most scenarios (general-purpose v2 account)

O Premium: Recommended for scenarios that require low latency.

Redundancy = & | Locally-redundant storage (LRS) ~

Previous MNext Review + create
e

Create a storage account

Initializing deployment.. X

Secure transfer Enabled a
Blob anonymous access Disabled

Allow storage account key access Enabled

Default to Microsoft Entra authorization in Disabled

the Azure portal

Minimum TLS version Version 1.2

Permitted scope for copy operations  From any storage account
{preview)

Networking

Network connectivity Public endpoint (3ll networks)
Default routing tier Microsoft network routing
Data protection

Pointin-time restore Disabled

Blob soft delete Enabled

Blob retainment period in days 7

Container soft delete Enabled

Container retainment period in days 7

File share soft delete Enabled

File share retsinment period in days 7

Versioning Disabled

Zlob change feed Disabled

Version-level immutability support Disabled

Encryption

Encryption type Microsoft-managed keys (MM

Enable support for customer-managed  Blobs and files only
ey

Enable infrastructure encryption Disabled

Previous

ucaqcécl TNN ~2 @Ry 2 T W[ RUGWWE qVY! ¢ NIJAICENIHIG
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rosoft Azure P search resources, services, and docs (G+/) I o copilot

Home
@ Deployment succeeded X

& aristidestorage2025_1750081140983 | Overview = Ceployment s

Deplayment resource group Stox

1750081140863 to
(geDeMaRG’ was suocessful

B odee 1 recepiy & Downlosd () s [ cowneoucs ] 2 oo dastions

2 overview -
) @ Your deployment is complete
¥ nputs
. Deployment name: aristidestorage2025_1750061140963 Starttime: 16/06/2025, 153953
3 rengise Resource group: StorageOEmonRG

Cost Management
' Deployment details Get nolified to stay within your budget and

prevent unexpected charges on your bill
~_Newt steps P pe ges on yo

_ B

Give feedback

Microsoft Defender for Cloud
Secure your apps and infrastructure

7 Tell us abou

 experience with depleyment

Go to Microsolt Defenser for Cloud »

Free Microsoft tutarials
Start leaming today >

Work with an expert
Azure experts are senvice pravider partners.
who can help manage your assels on Azure

and be yeur firstline of support

Find an Azure expert »

4 o e froris b

Microsoft Azure P Search rescurces, services, and docs (G+/)

Home > aristich 9e2025_1750081140983 | Overview 5 aristidestorage2025

= aristidestorage2025 | Containers = x
sa + Container O Rafresh A7 Give feedback

B Ovenicw I Search containars by pr (1 Show deleted containers

B Activitylog

@ ug Name Last modifiod Anonymous access evel Lease state

X Disgnose and sobve problems. [ siogs 16/06/2025, 15:40:16 Brivate Available .

B, Access Control (1AM)

" Dota migration
Events

B storage browser

& Storage Mever

o parter solutions

Wi+ Resource visualizer

=)

S .

I Queues

0 Tabies

5 Security + netwerking

> Dats mansgement

3 Settings

> Monitoring
Monitering (classich

5 Avtomatior

> Help

Zee -
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A R e ]

= aristidestorage2025 | Containers #

O Refresh A Give feedback

Last modified

16/06/2025, 154016

o anskataganka2025@ou... @
& st DCTOn W

New container X

| [yt comainer ] |

T e o I o

aristidestorage2025

estorage2025 | Containers  # #
Sesrch + Container (O efresh B Give fesdback
= Overview Search contamers by prefix

B actiitylog

@ ngs Name Last modified

[e—p——— Leasestat
X Diagnase and solve problems O siogs 16/08/2025, 154016 Private Available
I [ my-hee-tier-container 16/06/2025, 154737 private iable

[ RN® AJad WIOAYI qedtot 6 Ys RUNOEYUUWHqRY U gl RUND

T o 9AK[ | DIIONRIJI 08X QlO6 Yal i x

o Sign up at cloud.google.com/free with $300 credit (90 days).

o In Google Cloud Console:

> > >

Admi no rol e
Set in backend/.env:

>

Create project: mukcloud-storage.
Enable Cloud Storage API (APIs & Services > Library).
Create service account: storegggviceaccount , assign

downl

oad

JSON key

GOOGLE_APPLICATION_CREDENTIALS=/app/key.json # Path to

GCP service account key

ucqcl TNN
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Google Cloud
= CoudHub >
Cloud overview >
Solutions >

Finned products

Pin your top products here

Products

[ i

O 1AM E admin a

W Morkeiplace a

Lis il ) wop Enabled APIS & services
a

U venexsl > Library
E'!dzn(la\@
) Compute Engine >

OAwih consent screen

)

@ cwemesEngne 8§ > poe e sceemems

Cloud storage Y
Q  securiy . >
@  BigQuery 2 >
= Monitoring a
)»  Cloud Run g >

VPC Network PR
8 CoudsgL o

View all products

= GoogleCloud | 3 MyFirstProject a+mREO : Q

FPT APis & Serviees / API Library

—
& APILibrary
»
Welcome to the APl Library @ *
The AP Library has documentation, links, and a smart search experience
o Q. cloud storage x - [ ]
= Filter Type ta filter Maps [} View all (31)
Visibility ~ * [ibs m 2 z &
Public (489) Maps SDK for Android Maps SDK for iOS Maps JavaScript API Roads API Directions AP1
Googe Googie Google Enterprise API () Googe Enterprise 471 ()
Frivate @
Android app E Maps for your w ap- 1034 functionality 1o [ atwesn mutpls
accurstely race GPS breadcrumbe locatior
Category ~
Analytics (L)
Big data. 22
Databases o Machine learning View all (16)
Machine learning e
-
Maps (s1) L < ] iijs 3=A &
Devoy (@ Dialogfiow AP Cloud Vision APl Cloud Natural Language API Cloud Speech-to-Text AP Cloud Translation API Al Piatform Training &
vops Google Entarprise 481 (B Goagle En o) Googe Entarprisa AP (3 ® Soogie Enterprise AP (B Prediction AP
Compute 3 conversationl Interfaces Image Content Analysis rieqrates text translation I your Google Entarprise AP
- n An AF1 to enable creating and using
Google Cloud | & My First Project a+tn@®e : @

FPT APis & Services / APi Library / Browse

w1 APl Library Q  cloud storage api x

APILibrary > “cloud storage api”

= Fier Type o fiter 15 results
(=" | Cloud Storage
Visiby ~ = ]
Public i) Boogie Cioud Slorage is & RESTIu senvice for storing and accessing your data on Google's nfrastructure.
Categor ~
e X Goodle Cloud Storage JSON API

Analytics m = Il

Lets you store and remieve porentially-large, immutable data cbjects
Bigdata £} » potentially-larg s
Databases [©)

Cloud Storage
Machine leaming m Google Enterprise AP
Maps w Lets you store and retrieve potentially large, immurable data objects.
Devops m
Saogle Emerprise APts o Cloud Storage for Firebase APl
) T Boogle
Securty m The Cloud Storage for Firebase API enables programmalic management of Cloud Storage buckets for use in Firebase projects
Storage ®
Security Command Center Services(" Storage Transfer API

Soogle Eterprise API ()
Othes m

Transfers data from exnermal data sources 1 & Google Cloud Storage bucket o between Google Cloud Storage buckets.

Storage Insights API
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Google Cloud

€  Procuct details

%+ My First Project

Cloud Storage API

Overview

Lats you

Documartaton

o0 and retrieve potentialty 4arge, imm:

iy 13100,

2 | @ AP Enabled

Buiatud Products

objects.

Additional details

Tutorials and documentation

Learm more s

Terms of Service

T CloudHub ¥

Bl Cloud overvien >
Sohong H
Aecemly v »

Pinned products

P, a5 proauces nere

Products

W Aaeg 3

B uMEAImn o 3

& weruerplsee P

| WI AP & Senw ql »
B verexal oo

CompumeFrgine 0 3

@ swemecstgre 0 3

= Y

[* o s

@ Aigduery o »

B Martoreg oo

P coudre oo

B2 VPG Newon o o»
i o1 precucts

= GoogleCloud |

agree 1o hy
enae: Google Cloud Pl

My First Project

soul Accws Bourdary
rganizatens

ety & G

Polcy Treubleshooie
Orgarazaten Puloes
Werkfonce idenrlily Federston
Labely

et

Aude g

Manage Resources
Create a Proect
Easerenl Contacts
Asset inveniory
Quotas & System Lmes

arops

Search (/) for resources, docs, prods

Q_ search

B 1AM Admin / Service accounts
A

PAM

2 e

Frincipal Access Boun
Organizations

Identity & Organization

F OB

Palicy Troubleshooter
Falicy Analyzer

Organization Policies

i @ &

Service Accounts

Wiorkload identity Fede.
Workforce Identity Fed_
Labels

Tags

sertings

Privacy & Security

dentiy-Aware Proxy

= Rokes
Audit logs

@ Essenial Comacts
@ Asselivenory

ISl Quotas & System Limiis
[3  Manage Resources

B Release Notes

ucqcl TNN

Service accounts + Create service account © Refresh

Service accounts for project "My First Project”
A service account represents a Google Cloud service identity, such as code running on Compute Engine WMs, App Engine apps, or systems running outside Google. Learn more about ses

e aceoy

i 6 accounts and block isky Service account features, SUch as BUIOMANIC LAM Grants, key création/upload, of the creation of Service BCCoUNTs entiely. Leam o
about service sceount organization policies. &1

= Fliter Enter property name of value ® ™

O emai Status Name +  Desription ndste  OAuth2Clientld @  Actiens

Mo rows 10 display

Zee -

~ 2 [@OqiRY 2 |

a+a@0 : Q

2 Tutorial @ x
Recommended for you

[ Service accounts averview &

Help document

148 service accoums, permissions, snd
common lifecycie consiceratians

[ Create service acco

Help document
Create service accounts vsing the 1AM
AP, the Boogle Cloud consale, and the
elou CLI

d edit service accoums &

Help document
List and eai service
1AM AP, the Google Clou
e geloud LI

ccounts using the
console, and

[E) Disable and enable service

accoums

Help document

acoounts &
Help document
Desete and undelete service accounts

using the 1AM AP, the Goagle Cloud
cansole, and the geloud CLL

] Manage access to projects,
folders, and organi 2

Help document

This page describes how 10 grant,
CNANGE, 300 revoke BECess 10 PrOjRCTE,
foiders, and organizations
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Go gle Cloud My First Project [ Search (/) for resources, docs, products, and more ‘ Qseamh

e IAM & Admin / Service accounts / Create service account

42 IAM &  Create service account
@ PAM
@  Principal Access Boun .. @ Create service account
B  Organizations [ slorage-app-user ‘
e |dgn‘[i[y& O[gamza[ion Display name for this service account
Service account ID *
%, Policy Troubleshooter ( storage-app-user X C ‘
E  Policy Analyzer Email address: storage-app-user@high-empire-463106-
B  Organization Policies v4 lam.gserviceaccount.com I
ed  Service Accounts [ Service account description ‘
@  Workload Identity Fede... Describe what this service account will do
Workforce Identity Fed...
@  Labels
» Tags PO .
9 ©® Permissions (optional)
&  Settings |
@  Privacy & Security © Principals with access (optional)
@ Identity-Aware Proxy m Cancel
=  Roles
= Auditlogs
Google Cloud | 3+ My First Praject Search (/) for resources, docs, products, and more Qsearch + 0B @ @ o

) 1AM & Admin / Servics sccounts / Create servics account

2 1AM € Create service account
® PAM
@G Principal Aceess Boun @ Create service account
B Organizations | -
© Permissions (optional)
[ i
@ Identhy & Orgonization Grant this service sccount access to My First Project so that it has
A, Policy Troubleshooter permission 1o complete specific acTIons on the resources in your project.
Leam more s
Poli v
B Pollcy Analyze Sefecta o 14M enition ioesionsh ()
B  Organization Policies [ = Fiser Filter by role of permission
| @ service accoums
Roles
@  Workload Identity Fede Cloud Secuity
Workforce Identity Fed. b | Jovants it contro of buckets an abjects
|| cloud services ewds, _
Labels
Cloud Spanner Storage Express Mode
Input
Tags OP o Service Inpu
X Storage Express Mode
Senings m Service Output
Privacy & Security Cloud Talent Storage Express Mode
Solution User Access
W Idenity-Aware Proxy
s foles Manage Roles
= Auditlogs

Essential Contacts
@  Asserinvemory

K Quotas & System Limits.
[1  Manage Resources

B  Release Notes
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= GoogleCloud | f MyFistProject i U) Tor meouroen o prodocie: e vrone | Qsearcn @ ® o O Yo ® x
P .
© 1AM & Admin / Service accounts Recommended for you
2 1AM Service accounts + Create service account (] 2 C Refresh ® Learn B Service accounts overview &
© Pam Help document
Service accounts for project "My First Project” 1AM service accounts, pemissions, and
@ Principal Access Boun PERpRctY il commen fecycle considorations
A service account represents a Google Cloud y, such as ng on Compute Engine VMs, App Engine 3pps, o systems running outside Google. Learmn more about service accounts. 2
B3 Organizations
i be used o accounts and block risky service account features, such 1AM Grants, key o service Leam more ) Create service accounts &
e idenmys about service account organization p © T
& Policy Troubleshooter Create service accounts using the 1AM
3 % AP1 the Gaagle Clout console, and the
Filter Emer property name of value
B Policy Analyzer i ® |~ ocioud CL
0O _Emei Status. Name 1 Description Key 1D Key creationdate  OAuth 2 Client ID & Actions.
@  Organization Policies S SIS #CEONE B
0 | =2 storege-app-userhigh-empire-463106- @Enabled  storage-app- No 115851505715234834375 H @ Listand edit service accounts &
3 Service Accounts vd jam gserviceaccount.co keys Help document
@ Workload Identity Fede. List and edit service accounts using the
A IAM API, the Google Cloud console, and
E  Workforce identity Fed, the geloud CLL
@ Labels [ Disable and enable service
accounts &
» Tags
Halp document
G Seuings Disable and enabile service sccounts.
using the IAM AP, the Googie Cloud
Q  Privacy & Security console, and the geloud CLL
W Identity-Aware Proxy
@ Delete and undelete service
2 Roles accounts &
= Auditlogs Help document
o Desete and uncelete service accounts
@  Essential Contacts using the IAM AP, the Googe Cloud
console, and the gcloud CLL
@  AssetInventory
=l Quotas & System Limits B Manage access to projects,
o rganizstions &
£3 Manage Resources olders, and organization
Help document
Release Notes
This page describes how to gran,
change, and revoke access 10 projects.
a foiders, and organizations
= Google Cloud e My First Project | T A e T e | Q_search | + 5 E @ ® o
1 AME Admin / Service accounts / Service account: 115851505715234834375 / Keys
2 1AM €| storag: user
LI Details  Permissians Metrics  Logs  Principals with access
G Principal Access Boun
B Organizations Keys
i jce account i
©  Idenuty & Organization 4 Service account keys could pose a seurty risk if Idemnity . Learn more about the best way 1o authenticate service accounts on
Google Cloud 2.
%, Policy Troubleshooter
B Policy Analyzer @  Google awtomatically disables service socount repositories. You by using the | Lesm more
Qrganization Palicies
Add & new key pair or upload a public key cerificate from an existing key pair
I Service Accounts
g poicies 2.
Wiorkload Identity Fede_ Learn more about setting organization policies for service accounts B
workforce Identity Fed.. Addkey ~
Labels
Type  Status  Key  Creationdate  Expiration date
Tags
& Mo fows 1 display
Settings
Privacy & Security
W Identity-Aware Proxy
= roles
= Auditlogs
D Essential Comacts
@  Assetinvenory
F Quotas & System Limits
[l Manage Resources
B  Release Notes
a
= GoogleCloud '« My First Project Search (/) for resources, docs, products, and mare | Q search | + T @ @ : o
) 1AM & Admin / Service accounts / Service sccount: 115851505715234834375 / Keys
2 1AM € storage-app-user
©  PAM Detsils  Permissions  Keys  Metries  Logs  Principals with access
@  Principal Access Boun
By Organizations Keys
ice account wa r
©  identiy & Organization Service account keys could pose a security risk if Identity Learn more aboul the best way
Google Cloud 2
A, Policy Troubleshooter
@ Policy Analyzer @  Google automatically disables service account repositories. You by using the | Leam more s

Organization Policies
Add a new key par or upload a public key certificate from an exisiing key pair.
Senvice Accounts

policies 2.

Learn more about setting organization policies for service accounts B

[

‘Workload Identity Fede..
Workforce identity Fed...

Labels
Crestiondate  Expiration date
Tags

Settings

Privacy & Security
W Identity-Aware Proxy

Roles

Audit logs
Essential Comacts
Asset Inventory

Quotas & System Limits
Manage Resources

gon ¢ B

Release Notes

3
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Create private key for "storage-app-user”

Downloads a file that contains the private key. Store the file securely because
this key can't be recovered if lost.

JSON

Recommended

=

D

= GoogleCloud | t» MyFrsteroject |[ cloud srage | x | Qusearcn | +s52@o Q@
)
E Cloud Storage L Overview Guides. Was this page helpfu? [y Gl
Overview it
I ] Welcome to Cloud Storage, Aristide! © Gotoaspecificpath == View buckets list
@ Buckets
&  Monoring Jump backin A
i Storage Insights
Pinned buckets Recently visited Recent transfer activity
©  Settings
Storage Intelligence ~ .
& Configuration - .
.
.
- .
You haven't pinned any buckets yet. .
To pin a bucket for quick access, click the pin icon You haven't visited any buckets or folders m‘rherem"”mr':roems m,:;:,ﬁf,:mlm'm
next 10 the buckefs name within the bucket, or aelect recently. or between your Cloud Storage buckets, Learn more
the pin option from the bucket's 3-dot overflow menu Once you have viewed any Cloud Storage buckers or - =L more
onthe bucket st folders, a list of history will be displayed for easy
access in the future.
> Go to all buckets = Create a transfer job
Features you may like ~
y Restrict a credential’s permissions with client-side fiee] .=, Optimize data-intensive, zonal workloads with Rapid
' % credential access boundaries (_} storage class
tials' 1AM security than Available only in zones, the new Rapid storage class enables coJocation
signed URLS and 60 lower latency than server-side credential access with Compute and supports low latency reads and appends (<1ms after
boundaries. object open).
¥ Marketplace
B  Release Notes = Learn mare about client-side credential access boundaries & =+ Express interest in private preview ©
a
* Arralarsta hurbat rasde and hrinn data rlnear tn Matinte hiinbate se lnral flacuetame far Al
= GoogleCloud | o MyFirs:proct [ cous strage x | Qusearsn | +@ RO : O
54 CloudStorage 8 &  Createabucket <
B overview
© Get Started Good to know
& fuckas Pick  globally unique, permanent name. Narming guidelines b2 M Location pricing
& Monitoring . ¥ age ‘your data and
y Tocation of your bucket. Ericing details 4
[ [ aneuaereeer-z025 your bucker. pricing details|
Tio: Dan Inchude any sensitve nformation Current configuration: Multi region / Standard
% Senings
Labels (optional) v tem Cost
Storage Intelligence ~
e (multiple regions in European 50,026 per GB-month
& Configuration Union)
[[contnn | = rrr— sotmpcs
wiinien
* Choose where to store your data
e of your Estimate your manthly cost
perfarmance, and avallability, Cannot be changed later. Lesm more 2
Location type
(@ Muitiregion
Higpest availabity scross irgest area
I ‘eu (muktiple regions in Eutopean Union) - | I
[0 Add cross-bucket replication via Storage Transfer Service
A8 4313 15 8096 o CHANGED, rEQICATE 110 3n0Mer DUcket, nSDINg youl 1
Store 2 copy that falows iferent ucke! sattngs - .9, eghon, storage cAse,
et Leam more [
Dushregion
Vign avaiatlity and o atency across 2 tegions
Region
Lowest atency wiin 3 sngie region
% Marketplace
B  Release Notes

Choose how to store your data

a
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GoogleCloud | g+ My FirstProject cloud storage X ‘ Qsearen | + B & @ @ o
B8 Cloud Storage 0 & Createabucket <1
Overview * Choose how to store your data

A costs for storage, rewievel, ith
& auckets uptime. Choose if managed
R—— sutomatically or specify a defauft sTorage class based on haw long you plan
to store your data and your workioad or use case. Learn more (2
& Storage Insights
& senings
Storage Intelligence ~

& Configuration @ seta cefauli class.

ADpaes 1031 SDJECTS I your bCKSt UNIes: Yo Manusey meify e cia
abject or 3 coject iscycia n e your usage 13 Righly pred

(@) Standard
Besi fo shortterm siocage and frequently

(O Nearline

Bt for backups and data ac

sed

ed

1an once a month

very and dta acosssed IEsS AN ONCE & QUATTEr

ata secessed

than once a year

Optimize storage for data-intensive workloads

[] Enable Hierarchical namespace on this bucket
OpHmIzs for AKVAL G InSArUCS Wi 3 f1asy STem-ske 1

rical structure, This
ormer

[Contine |

v Makeiscs = Choose how to control access to objects

Public access prevention: on

&  Release Notes Acsess cantrol: Uniform
“ = Choose how to protect object data
= Google Cloud e My First Project cloud storage X | Qsearcn | + BB @ ® °
55 Cloud Storage 8 & Createabucket <
B omven @ Choose how to store your data
@  Buckets Default storage class: Standard
Hierarchical namespace: Disabled
& Montioring
i Storage Insights & Choose how to control access to objects
Public access prevention On
e sawo | e
Storage Intelligence -~

* Choose how to protect object data

Your data is always protected with Cloud Storage but you can also choose
from these additional data protection options 10 add extra layers of security.

& Configuration

Data protection
[ Soft delete poiicy (For data recovery)

When enabied. his brcket and 15 Gjects will be ket for 3 5D
they'e deletod and can be restored curing this Ume. Learn more (4

@ Use defaut retention duration

Allbuckees have & 1 by detaun, unless this defaun

has beon customTed Dy your OrgANLZaTion AETAIEIAtOr

© set custom retention duration

[ Obiect versioning (For version control)

W Marketplace

& Release Notes

= Google Cloud My First Project cloud storage X | Qusearcn + o @ @ o 2 Turorial @ x
B3 Cloud Storage Il 4 Bucket details @Gowpath Refresh Get started with Cloud Storage
[ Getting bucket information &
Overview P .
o aristide-free-tier-2025 Halo document
I @ Buckets Get information on the size and
Location Storage class  Public access  Protection metadata of your Cloud Storage
& Montioring eu (multple regions in European Union)  Standard Wot public: Soft Delete puckes
@  Storage Insights
e B Uploading objects @
& setnos Objects  Configuration  Permissions  Protection  Lifecycle  Observabity ]  Inventory Reports  Operations C—
Storage Intalligence ~ Folder browser 1< Uplos the abieets containing your dita

Buckets > aristide-free-tier-2025 [ 1 your Cloud Storage buckets

©  Configuration
: Createfolder  Upload = Transferdata~  Other services = ®iLearn

<]

Downloading objects &

Fiter by name prefixonly + = Fter Filter objects and folders Show  Live objects only m Help dacument

Downiasd ihe objeCts fram your Cloud

[] Name Sizz Type Crested @  Storageclass Lastmodified  Publicaccess @  Versonhistory @ Encryption Sagabaion

No rows 1o display
B Use cases for Cloud Storage
Halp dacument

Explare use cases, best practices, and
industry solutions.

B Terraform semples

Help dacument

See examples of using Terratarm to
create Cioud Storage resources.

@

Architecture guides for storage @

Help dacument

DIScOver Dest Dractces and reference
architectures for storage.

¥ Marketplace € Prevent public access
B  Release Notes Tutorial

. Modity the public access setiing on a
r bucket is ready. Just add data. bucket
lders here or use the upload burton. To move a lot of data -

a
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T Account conflicts. Use unique emails, clear cookies.
1 Payment issuesTry virtual card or contact support.
T API not enabled Verify Cloud Storage API in GCP Console.

SHOW AW GGW[ ! YUqUUT W?2 132130 Y ¢
=M=ZPb

8 H T FBLGIpRFﬂed& i@iterface with components for file operations, dashboard, storage
info, and provider comparison.

EqllGt
YIEWDqOOGAINC HqIOEq! e Hael Ix

o Create folder structure:

0 cdstorage -app # Navigate to React project
mkdir src/components src/pages src/services # Create
component, pages, and services directories

Create storagapp/src/pages/Home.js:
import React from 'react’; // Import React library
function Home() { // Define Home component
return ( // Render JSX
<div className="p -4 bg - gray - 100 min - h- screen"> //
Container with padding and background
<h1 className="text -2xlfont - bold text - blue - 600">Multi -
Cloud Storage Demo</h1> // Main title
o] <p className="text - gray - 700">Manage files across AWS,
Azure, and GCP.</p> // Description
0 </div>
0 );

O O0Oo0OO0oOo

o

o

export default Home; // Export Home component

Update storagapp/src/App.js:
import Home from './pages/Home'; // Import Home component
function App() { // Define App component
return ( // Render JSX
<div className="App"> // App container
<Home /> // Render Home component
</div>

);

export default App; // Export App component

O O0OO0OO0OO0OO0OO0OO0OO0o

o Test: npm start, verify at http://localhost:3000.
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[ ©® localhost3000

Welcome, to Aristide's Storage App

Welcome to Multi-Cloud Storage

[ RDEXHIWst I IOt 6 Ys RUNDKDc YGWATH HOs RSOt q! 01T K06 13¢ T 11
aaf 0GOWANUqO RGWKOGHEYceT p?YsUavYel OOF x

o Create storagapp/src/components/FileUpload.js:
o import React, { useState } from 'react'’; // Import React and
useState hook
o import { uploadFile } from "../services/api'; // Import API
utility for file upload
o function FileUpload() { // Define FileUpload component
o] const [file, setFile] = useState(null); // State for
selected file
o} const [provider, setProvider] = useState('s3'); / / State for
selected cloud provider
0 const [status, setStatus] = useState("); // State for
upload status message
o] const handleFileChange = (e) =>{ // Handle file input
change
if (e.target.files.length > 0) { // Check if file is
selected
setFile(e.target.files[0]); // Update file state

}

const handleUpload = async () =>{ // Handle file upload

if (Mfile) { // Check if file is selected
setStatus('No file selected'); // Set error status
return;

}

setStatus('Uploading..."); // Set uploading status

try { // Handle API call
await uploadFile(file, provider); // Call upload API
setStatus("Uploaded to ${provider.toUpperCase()}); //

Set success status
} catch (error) { // Handle errors

OO0OO0OO0OO0OO0OO0OO0OOOOO (@)

o
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O 00O o

o

O O 0O O O0OO0OO0Oo o O O 0O o

o o

setStatus("Upload failed: ${error.message}’); // Set
error status

}

%
return ( // Render JSX
<div className="m -4 bg - white p -4 rounded shadow"> //
Container with styling
<h2 className ="text -xlfont -semibold text - gray - 800">File
Upload</h2> /I Section title
<select
value={provider} // Bind provider state
onChange={(e) => setProvider(e.target.value)} //
Update provider state

className ="mb- 2 border rounded p - 2" /I Styling for
dropdown
>
<option value="s3">AWS S3</option> // AWS option
<option value="azure">Azure Blob</option> // Azure
option
<option value="gcp">GCP Cloud Storage</option> // GCP
option
</select>
<input
type="file" /I File input
onChange={handleFileChange} // Bind file change
handler
className="mb - 2 border rounded p - 2" /I Styling for
input
/>
<button
onClick={handleUpload} // Bind upload handler
className="

bg- blue - 500 text -white p -2 rounded hover:bg - blue - 600"
/I Styling for button
>
Upload File // Button text
</button>
<p className="mt -2text -gray - 700">{status}</p> //
Display status message
</div>

);

}
export default FileUpload; // Export FileUpload component

Create storagapp/src/services/api.js:
import axios from ‘axios'; // Import axios for API calls
export const uploadFile = async (file, provider) =>{ //
Function to upload single file
const formData = new FormData(); // Create FormData for file
upload
formData.append(‘file’, file); // Append file to FormData
const response = await axios.post('/upload/${provider}",
formData); // Send POST request
return response.data; // Return response data
¥

export const uploadBatch = async (files) =>{ // Function to
upload multiple files

const formData = new FormData(); // Create FormData for file
upload

ucaqcécl TNN ~2 PRy 2 T W[ RO WWEqY! ¢ NIJAICEEIHIG
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(o] for (leti = 0; i < files.length; i++) { // Loop through

files

o formData.append(‘files', files[i]); // Append each file to
FormData

0 }

(o] const response = await axios.post('/upload/batch’, formData);
/I Send POST request

0 return response.data; // Return response data

%
TXp0 GG UAWUQOEqY! ¢NJKO?2¢t 6HY I T x
o Create storagapp/src/components/StorageDashboard.js:

o import React, { useState, useEffect } from 'react’; // Import
React, useState, and useEffect

0 import axios from 'axios’; // Import axios for API calls

o function StorageDashboard() { // Define StorageDashboard
component

o] const [data, setData] = useState({ // Initialize state for

dashboard data

o] usage: { s3: 0, azure: 0, gcp: 0}, // Storage usage for
each provider

o] savings: 0, // Cost savings

o] alerts: [], // API limit alerts

o] energy: 0 // Carbon footprint

o D;

o] useEffect(() =>{ // Fetch data on component mount

o] axios.get('/dashboard’) // Send GET request to dashboard
endpoint

o] .then(response => setData( response.data)) // Update
state with response data

o] .catch(error => console.error('Error fetching dashboard

data:', error)); // Log errors
o] } [D; // Empty dependency array for single fetch
o] return ( // Render JSX

o] <div className="m -4 bg - white p -4 rounded shadow"> //
Container with styling

o] <h2 className="text -xl font - semibold text - gray -
800">Storage Dashboard</h2> // Section title

o <p className="text - gray - 700">AWS S3: {data.usage.s3}
MB</p> // Display S3 usage

o] <p className="text - gray - 700">Azure Blob:
{data.usage.azure} MB</p> // Display Azure usage

o] <p className="text - gray - 700">GCP Cloud Storage:
{data.usage.gcp} MB</p> // Display GCP usage

o] <p className="text - green - 600">Savings:
${data.savings }¥Ymonth (10TB archival)</p> // Display savings

o] <p className="text - gray - 700">Carbon Footprint:
{data.energy} kWh</p> // Display energy usage

o <div className="bg -red -200p -2 mt - 2 rounded"> //
Container for alerts

o] {data.alerts.map((alert, i) => ( // Map through alerts

o] <p key={i} className="text - red - 700">{alert}</p> //
Display each alert

)}
</div>
</div>

);

O O0OO0OO0Oo

}
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export default StorageDashboard; // Export StorageDashboard
component

[J ® localhost:3000

GCP 0.02 2 5 Nearline/Coldline No (intra-GCP)

Object Storage:

AWS S3: 100 MB

Azure Blob: 150 MB

GCP Cloud Storage: 200 MB

Simulated Savings: $500/month (10TB archival)
Carbon Footprint: 0.05 kWh

API Limits: AWS S3: 80% reached

Block Storage (Mock):

AWS EBS: 10GB attached to EC2

Azure Managed Disk: 10GB attached to VM
GCP Persistent Disk: 10GB attached to VM

File Storage (Mock):

AWS EFS: Shared folder available
Azure Files: Shared folder available
GCP Filestore: Shared folder available

[ RDEWIMst I 1Ot 6 Ys RUNIOT ¢+ 6AYCE! T 1Os Raé oG YHTE Ol ¢ q¢
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o Create storagapp/src/components/Storagelnfo.js:

0 import React, { useState, useEffect } from 'react’; // Import
React, useState, and useEffect

0 import axios from 'axios'; // Import axios for API calls

o function Storagelnfo() { // Define Storagelnfo component

o] const [blockData, setBlockData] = useState({}); // State for
block storage data

o] const [fileData, setFileData] = useState({}); // State for
file storage data

o] useEffect(() =>{ // Fetch data on component mount

o] axios.get('/demo/block’) // Send GET request for block
storage data

o] .then(response => setBlockData(response.data)) // Update
block data state

o .catch(error => console.error('Error fetching block
data:', error)); // Log errors

o] axios.get('/demof/file’) // Send GET request for file
storage data

o] .then(response => setFileData(response.data)) // Update
file data state

o .catch(error => console.error('Error fetching file

data:', error)); // Log errors
o] }, [); // Empty dependency array for single fetch
o] return ( // Render JSX

o] <div className="m -4 bg - white p -4 rounded shadow"> //
Container with styling

o] <h2 className="text -xlfont - semibold text - gray -
800">Storage Types & Use Cases</h2> // Section title

o] <div className="mt - 2"> // Container for storage types
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(o] <h3 className="text -lg font - medium">Object Storage</h3>
/I Object storage title

o] <p className="text - gray - 700">ldeal for backups,
archives (e.g., AWS S3 Glacier).</p> // Object storage
description

(o] <h3 className="text -lg font - medium mt - 2">Block
Storage</h3> // Block storage title

o] <p className="text - gray - 700">AWS: {blockData.aws}</p>
/I Display AWS block data

o] <p className="text - gray - 700">Azure:
{blockData.azure}</p> // Display Azure block data

(o] <p className="text - gray - 700">GCP: {blockData.gcp}</p>
/I Display GCP block data

0 <h3 className="text -lgfont - medium mt - 2">File
Storage</h3> // File storage title

o] <p className="text - gray - 700">AWS: {fileData.aws}</p>
/I Display AWS file data

o] <p className="text - gray - 700">Azure:

{fileData.azure}</p> // Display Azure file data

o] <p className="text - gray - 700">GCP: {fileData.gcp}</p>
/I Display GCP file data

0 </div>

0 </div>

o );

0

export default Storagelnfo; // Export Storagelnfo component

[l @ Ilocalhost:3000 Q 2| " A oE OB %@

AWS §3: 80% API limit reached

Storage Types & Use Cases

Best for databases, VMs, high-performance workloads

Best for shared file systems, legacy applications.

Best for unstructured data, backups, media files.

Provider Comparison
Provider Object ($/GB) Block ($/GB) File ($/GB) Free Tier Archival Egress Fees
0.023 0.08 03 3 Glacier Yes
0.0184 0.067 024 Archive Tier Yes

0.04 03 5 Nearline/Coldline No (intra-GCP)

[ RDEWIDMs t I 1Ot 6 Ys RUNDIOH qqY I ¢ NIJKOg! GIIt toc UT 1ozt 1JIOHE t 134
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o Create storagapp/src/components/ProviderComparison.js:
o import React, { useState, useEffect } from 'react’; // Import
React, useState, and useEffect
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o

o

O O0OO0OO0OO0OO0OOo

import axios from 'axios'; // Import axios for API calls
function ProviderComparison() { // Define ProviderComparison
component
const [providers, setProviders] = useState([]); // State for
provider data
useEffect(() =>{ // Fetch data on component mount
axios.get('/provider/comparison’) // Send GET request for
comparison data
.then(response => setProviders(response.data)) // Update
providers state
.catch(error => console.error('Error fetching comparison
data:', error)); // Log errors
} [); // Empty dependency array for single fetch
return ( // Render JSX
<div className="m -4 bg - white p -4 rounded shadow"> //
Container with styling

<h2 className="text -xlfont - semibold text - gray -
800">Provider Comparison</h2> // Section title
<table className="w - fullmt -2text -left"> // Table for

comparison data
<thead> // Table header
<tr className="bg - gray - 200"> // Header row styling
<th className="p - 2">Provider</th> // Provider
column
<th className="p - 2">Cost</th> / / Cost column
<th className="p - 2">Free Tier</th> // Free Tier
column
<th className="p - 2">Egress Fees</th> /[ Egress
Fees column
</tr>
</thead>
<tbody> // Table body
{providers.map( (provider, i) => ( // Map through
providers
<tr key={i} className="border -t"> // Table row
with border
<td className="p - 2">{provider.name}</td> //
Display provider name
<td className="p - 2">{provider.cost}</td> //
Display cost
<td className="p - 2">{provider.freeTier}</td> //
Display free tier
<td className="p - 2">{provider.egress}</td> //
Display egress fees
</tr>
)}
</tbody>
</table>
</div>

);

export default ProviderComparison; // Export
ProviderComparison component

Update Home.js to include all components:

import React from 'react’; // Import React library

import FileUpload from '../components/FileUpload’; // Import
FileUpload component
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0 import StorageDashboard from '../components/StorageDashboard’;
/I Import StorageDashboard component

0 import Storagelnfo from '../components/Storagelnfo'; // Import
Storagelnfo component

0 import ProviderComparison from
'..lcomponents/ProviderComparison'; // Import
ProviderComparison component

o function Home() { // Define Home component

o] return ( // Render JSX

o] <div className="p -4 bg - gray - 100 min - h- screen"> //
Container with styling

o <hl className ="text -2xlfont -boldtext - blue - 600">Multi -
Cloud Storage Demo</h1> // Main title

o] <FileUpload /> // Render file upload component

0 <StorageDashboard /> // Render dashboard component

o] <Storagelnfo /> // Render storage info component

o] <ProviderComparison /> // Render provider comparison
component

0 </div>

0 );

o

export default Home; // Export Home component

[l @ localhost:3000 o E oE e

Storage Types & Use Cases

Best for databases, VM, high- performance workdoads.

Best for shared fie systems, legacy applications

Best for unstructured data, backups, media fies.

Provider Comparison

Block (S/GB)  File ($1GB)  Free Tier

Drag & drop files here or click to select

Choose provider

AWS S3

[ RNDE@IDMst I 1Ot 6 Ys RUNWEGOIIORYGGYUWUUqt toéaGliYeT etol ¢t 6HYEI T etoRUN
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T Ul not rendering: Check browser console (Ctrl+Shift+J), verify imports.
T Tailwind issues Ensure tailwind.config.js includes src/**/*.{js,jsx}.
T API call failures: Verify package.json proxy and backend running.

THOW9GYel WEqY!I ¢nW Af wWf Ugqldni

8§ H T Fﬁ)é]]elép%léﬂka)ackend with endpoints for file uploads, mock scenarios,
dashboard data, and provider comparison.

EqllGt
TAEQJqOOGHO[ Gict t 107 ¢ HE JUT x

Create backend folder:

mkdir backend # Create backend directory

cd backend # Navigate to backend directory

python - m venvvenv # Create Python virtual environment

source venv/bin/activate # Activate virtual environment

(Windows: venv  \ Scripts \ activate)

pip install flask flask - cors boto3 azure - storage - blob google -
cloud - storage redis # Install dependencies

O O0Oo0OO0o0Oo

Create backend/requirements.txt:

flask==2.0.1 # Flask framework for backend

flask - cors==3.0.10 # CORS support for Flask
boto3==1.24.0 # AWS SDK for Python

azure - storage - blob==12.13.0 # Azure Blob Storage SDK
google -cloud - storage==2.5.0 # GCP Cloud Storage SDK
redis==3.5.3 # Redis client for caching

O O0OO0OO0OO0O0o

o Create backend/app.py:
o from flask import Flask, request # Import Flask for web server
and request handling

o from flask_cors import CORS # Import CORS for cross - origin
requests

o app =Flask(_name__) # Initialize Flask app

0 CORS(app) # Enable CORS for frontend communication

0 @app.route('/) # Define root endpoint

o defhome(): # Home route handler

o] return 'Backend is running!" # Return status message

o if_name__=='_main__" # Check if script is run directly

app.run(debug=True, port=5000) # Start Flask server on

port 5000

o Create temp folder for temporary file storage:

mkdir temp # Create temporary file storage directory
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Start backend:
pip install - r requirements.txt # Install dependencies
python app.py # Run Flask app

Verify at http://localhost:5000.

[ @ localhost:5000 @ 2| @ A

Backend is running!

[ RDEXIWKst I 1Ot 6 Ys ROUNIOy7c¢Ht IJUT IORt 1Ol e UURUND N CYy
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0

Create backend/.env:

AWS_ACCESS_KEY_ID=your access - key # AWS access key for S3
AWS_SECRET_ACCESS_KEY=yousecret -key # AWS secret key for S3
AZURE_STORAGE_CONNECTION_STRING=yegonnection - string # Azure
Blob Storage connection string
GOOGLE_APPLICATION_CREDENTIALS=/app/key.json # Path to GCP
service account key

Create backend/file_upload.py (see Section 15).

Update app.py with S3 upload endpoint:
from file_upload import upload_to_s3 # Import S3 upload
function
from energy_estimator import estimate_energy # Import energy
estimation function
import redis # Import Redis for caching
cache = redis.Redis(host="redis’, port=6379) # Initialize
Redis client
def get_cached(key): # Function to get cached data

return cache.get(key) # Retrieve value from Redis
def set_cached(key, value, ttI=300): # Function to set cached
data

cache.setex(key, ttl, value) # Store value in Redis with

TTL
@app.route('/upload/s3', methods=['POST']) # Define S3 upload
endpoint
def upload_s3(): # S3 upload handler

if 'file’ not in request.files . # Check if file is
included

return 'No file provided', 400 # Return error if no

file

file = request.files['file'] # Get uploaded file
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(o] file_path = ftemp/{file.filename}' # Define temporary
file path

o] cache_key =fupload_s3 {file.flename} # Create cache
key for file

o] if get_cached(cache_key): # Check if file is already
uploaded

(o] return 'File already uploaded', 200 # Return cached
response

o] file.save(file_path) # Save file to temporary path

0 upload_to_s3(file_path, 'my - free -tier - bucket',
file.filename) # Upload to S3

(o] set_cached(cache_key, 'Uploaded’) # Cache upload status

o] energy = estimate_energy(file.content_length / (1024 *

1024)) # Calculate energy usage
return f'File uploaded to S3: {file.filename}, Energy:
{energy:.4f} kWh', 200 # Return success message

o In AWS Console: Create bucket Angetier-bucket (useastl, disable public
access block).
o Test:

curl - XPOST - F "file=@test.txt"
http://localhost:5000/upload/s3 # Test S3 upload

Europe (Stockholm) » Aristide v

@& Simple Notification Service & CloudWatch (& 53

9 DT

Amazon 53 Objects (10)

( Actions v )
General purpose buckets )

Directory buckets
list of all obje
Access Grants

Access Points for general purpose 1 )
buckets
Last modified v Storage class v

245.9 KB Standard

Standard

Block Public A ettings for this ste 2 :] Standard

account

Storage Lens
Dashboards Standard
Storage Lens groups
AWS Organizations settings

Standard

Feature spotlight
Standard

» AWS Marketplace for 53
:3 Standard
(UTC+02:00)

[ RDEWNBIE ®109 Y Ut Y ikl Bi¥asFR UJuieds! R qp 6 Oq 10t a g q # q
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o Add to app.py:

o from file_upload import upload_to_azure # Import Azure upload
function

0 @app.route (‘/upload/azure', methods=['POST']) # Define Azure
upload endpoint

o defupload_azure(): # Azure upload handler

o} if 'file’ not in request.files: # Check if file is
included

o} return 'No file provided', 400 # Return error if no
file

o} file = request.files[file'T # Get uploaded file

o} file_path = f'temp/{file.filename}' # Define temporary
file path

o] cache_key = f'upload_azure_{file.filename}' # Create cache
key for file

o] if get_cached(cache_key): # Check if file is already
uploaded

o] return 'File already uploaded’, 200 # Return cached
response

o] file.save(file_path) # Save file to temporary path

o] upload_to_azure(file_path, 'my - free -tier - container’,
file.filename) # Upload to Azure

o] set_cached(cache_key, 'Uploaded’) # Cache upload status

o] energy = estimate_energy(file.content_length / (1024 *

1024)) # Calculate energy usage
return f'File uploaded to Azure: {file.filename}, Energy:
{energy:.4f} kWh', 200 # Return success message

o In Azure Portal: Create container ffrge-tier-container.
o Test:

curl - XPOST - F "file=@test 100mb.txt"
http://localhost:5000/upload/azure # Test Azure upload

= . Search TR i ) & ariskatagaruka2025@ou...
Microsoft Az... (® Upc L Search resources, services, and docs (G+/) 1 Copilot L’ 93 8 DEFAULT DIRECTORY
Home >
e my-free-tier-container X
Container
|)“I Search | : -+ Add Directory T Upload (3 Change access level () Refresh il Delete [ Copy =] Rename
7 Overview

1 my-free-tier-container
f’ Diagnose and solve problems
Authentication method: Access key (Switch to Microsoft Entra user account)

R Access Control (IAM) ¥ Add filt
iter

> Settings - -
| A Search blobs by prefix (case-sensitive) Only show active blobs v

Showing all 3 items

D Name Last modified Access tier Blob type Size Lei
[] D suipaf 28/06/2025, 21:26:04 Hot (Inferred) Block blob 2.81 MiB Av
[1 [ HappyFace..  24/06/2025, 14:53:15 Hot (Inferred) Block blob 128.2 KiB Av
[ test100mb.t..  22/06/2025, 12:17:13 Hot (Inferred) Block blob 0 AV

[ RDE@IG | JIOAY | q cuii ko BpYs (Ra(CNRAEIN | 10s R 6 loqt qaTESGAnq+aa
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o Add to app.py:

o from file_upload import upload_to_gcp # Import GCP upload
function

0 @app.route(‘/upload/gcp’, methods=['POST')) # Define GCP
upload endpoint

o defupload_gcp(): # GCP upload handler

o] if 'file’ not in request.files: # Check if file is
included

(o] return 'No file provided', 400 # Return error if no
file

o file = request.files[file'T # Get uploaded file

o] file_path = f'temp/{file.filename}' # Define temporary
file path

o] cache_key = f'upload_gcp_{file.filename}' # Create cache
key for file

0 if get_cached(cache_key): # Check if file is already
uploaded

o] return 'File already uploaded’, 200 # Return cached
response

o] file.save(file_path) # Save file to temporary path

0 upload_to_gcp(file_path, 'my - free -tier - bucket',
file.filename) # Upload to GCP

o] set_cached(cache_key, 'Uploaded’) # Cache upload status

o] energy = estimate_energy(file.content_length / (1024 *

1024)) # Calculate energy usage
return f'File uploaded to GCP: {file.flename}, Energy:
{energy:.4f} kWh', 200 # Return success message

o In GCP Console: Create bucket 1inge-tier-bucket (Standard class).
o Test:

curl - XPOST - F "file=@test.txt"
http://localhost:5000/upload/gcp # Test GCP upload
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% console.cloud.google.com/storage/browser/aristide-free-tier-2025;t ~ J o E oG e

= Go gle Cloud e* My First Project ‘ Search (/) for resources, docs, products, and more ‘ QSearch f ‘ﬁ El Q @ : c

; : Cloud Storage a & Bucket details G Gotopath  C Refresh
Location storage class  FuDIIC access  Frotection
E  Overview eu (multiple regions in European Union) ~ Standard Not public Soft Delete
W Buckets
o Objects Configuration Permissions Protection Lifecycle Observability m Inv >
i Monitoring
.3 Settings Folder browser I< Buckets » aristide-free-tier-2025 |\
Storage Intelligence ~ @ aristide-free-tier-2025 Create folder Upload ~ : -
[ Insights datasets T
Filter by name prefix only v = Filter ¢ Show Live objects onlylll
Confi ti
© onigHraton O Name ﬁ Size T
0O @ BLipdf ! 2.9 MB a ¥
O B Dockerfile ;3 804B a ¥
O B HappyFacejpg d 131.3KB in ¥
e
O B README.md r 0B e ¥
s
O B Server Virtualization Systems Proj... 4 MB a ¥
I | O B testixt 198 e ¥
O B test100mb.txt 0B te ¥
O B testiomb.axt 0B e ¥

[ RNDEWIOKA 109 Y Ut Vi 1t divsid 60 io& 0s Rq 6 oq Ut qoq+ aa
TI g T HO~-YHRTIWOEUI GYRUqt tOc UT 0?2 ¢t 6HYCI T H0? ¢ g ¢ x

Add to app.py:
@app.route (‘/demo/block’, methods=['GET']) # Define block
storage demo endpoint
def demo_block(): # Block storage demo handler
return { # Return mock block storage data
'‘aws': 'EBS: 10GB volume attached for VM',
‘azure': 'Managed Disk: 10GB for VM',
'gcp': 'Persistent Disk: 10GB for VM
}, 200
@app.route('/demof/file’, methods=['GET']) # Define file
storage demo endpoint
def demo_file(): # File storage demo handler
return { # Return mock file storage data
‘aws': 'EFS: Shared folder created',
‘azure": 'Azure Files: Shared folder created'’,
‘gep': 'Filestore: Shared folder created'
}, 200
@app.route('/dashboard’, methods=['GET"]) # Define dashboard
data endpoint
def dashboard_data( ): # Dashboard data handler
return { # Return mock dashboard data
'usage”: {'s3": 100, 'azure": 150, 'gcp": 200},
'savings': 500,
‘alerts: [AWS S3: 80% API limit reached,
‘energy": 0.05
}, 200
@pp.route(‘/provider/comparison’, methods=['GET']) # Define
provider comparison endpoint
def comparison_data(): # Provider comparison handler

o o

OO0OO0OO0OO0OO0Oo OO0OO0OO0OO0OO0Oo

OO0OO0OO0OO0OO0OO0Oo

o
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(o] return [ # Return mock comparison data

(o] {'name": 'AWS S3', 'cost": '$0.023/GB', 'freeTier":
'5GB', 'egress": 'Yes'},

o] {'name’; 'Azure Blob', ‘cost": '$0.0018/GB (Archive)',
‘freeTier": '5GB', 'egress": 'Yes'},

(o] {'name"; 'GCP Cloud Storage', 'cost": '$0.020/GB',
‘freeTier": '5GB', 'egress': 'No'}

], 200

[l @ localhost:3000

Storage Types & Use Cases

Best for databases, VMs, high-performance workloads.

Best for shared file systems, legacy applications.

Best for unstructured data, backups, media files.

[ RNDEWIOK s+ 1J1 1Ot 6 Ys RUNKG YHT OIUT GYRUqtOl 13t GYUt 13t ORUKWEqY! ¢nNIf UnY
NI Ye HG Wt 6 YYqRUDN

1 CORS errors: Ensure flaskcors is installed and enabled in app.py.

API failures: Check backend logs (python app.py), verify bucket/container names.

1 Permission issuesConfirm IAM roles (AmazonS3FullAccess, Storage Blob Data
Contributor, Storage Admin).

1 GCP auth errors: Ensure key.jsors correctly placed in backend.

=

YIOW GGURHcqRYUWIOYUqqc RUWI RA
§ H T IJ RajtdtiediZe)Rask backend and React frontend.

EqllGt
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o Download Docker Desktop from docker.com.
o Enable Docker service (Linux: systemctl start docker).
o Verify:
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docker -- version # Check Docker version

v TERMINAL

PS C:\Users\akata\Desktop\Talent_Exhibition_Project_Aristide> docker
Docker version 28.1.1, build 4eba377

[ RNE&@®IO G RUC¢ G 1OF 6 YBIRUNRA (rertOAIY HA 1J1 10?2 13t t q Y GHOOf g
Td?,u,\"(Frt’ 1J1 BGIJfO’n\"(I KO G¢ct t X

Create backend/Dockerfile:

FROM python:3.9 -slim # Use Python 3.9 slim base image
WORKDIR /app # Set working directory

COPY .. # Copy all files to container

RUN pip install - r requirements.txt # Install Python
dependencies

CMD ["python”, "app.py"] # Run Flask app

O O0OOo0Oo0oOo

Create backend/.dockerignore:
venv # Ignore virtual environment
__pycache__ # Ignore Python bytecode
*.pyc # Ignore compiled Python files
temp # Ignore temporary files

key.json # Ignore GCP key

O O0OOo0OO0oOo

o Build and test:
o0 cd backend # Navigate to backend directory

o docker build -tflask - backend . # Build Docker image
docker run - p 5000:5000 -- env-file .env -V
$(pwd)/key.json:/app/key.json flask - backend # Run container

o Verify at http://localhost:5000

@ docker.desktop Q search (] @ & & @

Containers

Container ID Port(s) CPU (%) Actions

2e45ebad40195

[ RDEX QIO 1J1 HOI6I¥is tRAJNED] G ¢t t e B E toloY UG Y | q

ucaqcécl TNN ~2 PRy 2 T W[ RUGWWEqY! ¢ NIJAKEDIIME


http://localhost:5000/

0( bts >>

AAs~ wWAWN7 O9 § WNE G130 q WE ovdcompeting. Ry (WA |

YZ2nY Ht 131 3G 1IJOnYI1 OAJCE Ha x

Create storagapp/Dockerfile:

FROM node:16 # Use Node.js 16 base image
WORKDIR /app # Set working directory

COPY .. # Copy all files to container

RUN npm install # Install Node.js dependencies
RUN npm run build # Build React app

FROM nginx:alpine # Use Nginx alpine base image
COPY -- from=0 /app/build /usr/share/nginx/html # Copy React
build to Nginx

EXPOSE 80 # Expose port 80

CMD ["nginx", " - g", "daemon off;"] # Run Nginx

O O0OO0OO0OO0OO0OO0OOo

o

o Create storagapp/.dockerignore:
o node_modules # Ignore Node.js dependencies
build # Ignore React build output

o Build and test:

0 cdstorage -app # Navigate to React project

o docker build -treact -frontend . # Build Docker image
docker run - p 80:80 react - frontend # Run container

o Verify at http://localhost:80

OE OB4 @

Welcome to Aristide's Storage App

Object Storage:

AWS 53: 100 MB

Azure Blob: 150 MB

‘GCP Cloud Storage: 200 MB

Simulated Savings: $500/month (10TB archival)
Carbon Footprint: 0.05 kWh

API Limits: AWS S3: 80% reached

Block Storage (Mock):
AWS EBS: 10GB attached fo EC2

Azure Managed Disk: 10GB attached to VM
GCP Persistent Disk: 10GB attached to VM

File Storage (Mock):
AWS EFS: Shared folder available
Azure Files: Shared folder available
GCP Filestore: Shared folder available
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o Test Flask and React containers, verify API calls with Postman.
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http://localhost/
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1 Port conflicts: Check with Isoti :80, change ports (e.gp 8080:80).
T Build failures: Verify dependencies in requirements.txt or package.json.
1 GCP auth: Ensure key.json is mounted correctly in Docker.
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8 H T FSimuEté’mh]tidoud environments with Docker Compose and Nginx.
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Create dockecompose.ymil:
version: ‘3" # Specify Docker Compose version
services: # Define services
flask - backend: # Backend service
build: ./backend # Build from backend directory
ports: # Map ports
- "5000:5000" # Map host port 5000 to container port

O O0OO0OO0OO0OO0O0o

5000
environment: # Set environment variables

o - AWS_ACCESS_KEY_ID=${AWS_ACCESS_KEY_ID} # AWS access

key
o - AWS_SECRET_ACCESS_KEY=${AWS_SECRET_ACCESS_KEY} # AWS

secret key
0 -
AZURE_STORAGE_CONNECTION_STRING=${AZURE_STORAGE_CONNECTION_STRI
NG} # Azure connection string

- GOOGLE_APPLICATION_CREDENTIALS=/app/key.json # GCP key

o

o

path
volumes: # Mount volumes
- ./backend:/app # Mount backend directory
- ./backend/key.json:/app/key.json # Mount GCP key
react - frontend: # Frontend service
build: ./storage - app # Build from storage - app directory
ports: # Map ports
- "80:80" # Map host port 80 to container port 80
redis: # Redis service
image: redis:latest # Use latest Redis image
ports: # Map ports
- "6379:6379" # Map host port 6379 to container port

OO0OO0OO0OO0OO0OO0OO0OOO0OO

6379
nginx: # Nginx service
image: nginx:latest # Use latest Nginx image
ports: # Map ports
- "8080:80" # Map host port 8080 to container port 80
volumes: # Mount volumes

O o0Oo0OOo0o
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(o] - .Inginx.conf:/etc/nginx/nginx.conf # Mount Nginx
config

o] - .Istorage - app/build:/usr/share/nginx/html # Mount
React build

o] depends_on: # Specify dependencies

- flask - backend # Ensure backend starts first

o Run:

docker - compose up -- build # Build and start all services

o Access frontend at http://localhost:8080, backerdtat//localhost:5000

& dockerdesktop e Q search [amk] @ & & © =

Container I Port(s) CPU(%) | Actions

1cf44, 8501:8501

multi-cloud-storage

ngin
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o Create nginx.conf:

o events {} # Define Nginx events block (empty for default
settings)

o http { # Define HTTP server block

o] upstream backend { # Define upstream backend server

o] server flask - backend:5000; # Route to Flask backend on
port 5000

o

o] server { # Define server block

o] listen 80; # Listen on port 80

o] location /api/ { # Route API requests

o] proxy_pass http://backend; # Forward to Flask backend

o] proxy_set _header Host $host; # Pass host header

o] proxy_set _header X - Real - IP $remote_addr; # Pass client
IP

0 }

o] location / { # Route all other requests

o] root /usr/share/nginx/html; # Serve React build

o] try_files $uri /index.html; # Fallback to index.html for
SPA

0 }

0 }
}

o Test file uploads via frontend, verify routing to /upload/s3, /upload/azure,
/upload/gcp.
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http://localhost:5000/
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T Nginx errors: Check docker logs nginx, ensure flaskckend is running.
1 404 errors Verify nginx.conf paths and service names.
T CORS issuesConfirm flaskcors in app.py.
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8 H T 1J Adg dreztyyldsfimation, lifecycle policies, and API usage alerts.
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o Create backend/energy_estimator.py:
o def estimate_energy(file_size_mb): # Function to estimate
energy usage
o} # Assume 0.01 kWh/GB upload
o] energy_kwh = (file_size_mb/ 1024) * 0.01 # Convert MB to
GB and calculate energy
return energy_kwh # Return estimated energy in kWh

Drag & drop files here or click to select

Selected files: foreachstatement.ps1
Choose provider:

AWS S3

© BATCH UPLOAD

Upload complete: foreachstatement.ps1 uploaded to S3, Energy: 0.0000 kWh
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o AWS S3
A In AWS Console: S3 > mfree-tier-bucket > Management > Create
lifecycle rule: ArchiveRule, transition to Glacier after 30 days.
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